MuHmcTepcTBO HayKH ¥ BbIciero oopasoBanus PO

o N ®dopma
VY bSHOBCKHI TOCYJapCTBEHHbIH YHUBEPCUTET

®-Pabovast mporpamMma o JUCIUILIHHE

“0 OBPA
(V'\(:\Jr\r)[

¢ W k r
C7

YTBEPXJIEHO

§ 'ip,e lienneM Ydenoro copeta DMUAT

2022 r. HpQTOKOJI Ne 4/22
W% Boakos M.A.

«17»! mas 2022 r.

PABOYASA ITPOTPAMMA JTUCHHUIIJINHBI

Hucuunnmna be3omacHOCTh OnepaOHHBIX CUCTEM

daxkynpTeT MaremaTku, HHGOPMAIIMOHHBIX U aBHALIMOHHBIX TEXHOJIOTUN
Kadenpa Nudopmanmonnoit 6e3onmacHoctu u Teopun yrpasieHus (MbuTY)
Kypc 4

CnenumansHocth: 10.05.03 "MHbopMalimoHHas 0€30I1aCHOCTh aBTOMATU3MPOBAHHBIX CHCTEM"
(K00 cneyuanbHocmu (HANPAsIeHUs), NOIHOE HAUMEHOBAHUE)

Coenuanuszauus: "be3onacHOCTh OTKPBITEIX HHGOOPMAIIMOHHBIX cUCTEM"
NOJIHO€e HAUuUMeHoB8dHue

®dopma 00yueHHS: ouHas
OYHAA, 3Ad04YHAA, OYHO-3A0YHAA (yKa3amb mMONbKO me, Komopbsle peaﬂusylomc;t)

Jara BBeneHus B yueOHbIN npouecc Yal'V: « 01 » 09 2022 .

Mporpamma aKTyasiM3MpoBaHa Ha 3aceaaHumn Kadeapsol: npotokon Ne 12 ot 12.04.2023 r.
Mporpamma aKTyasM3MpoBaHa Ha 3aceaaHum Kadeapsol: npotokon Ne 10 ot 15.04.2024 .

CenenHus 0 pa3pabOTUHKaX:

DUO Kathenpa JomKHOCTB,
y4eHasi CTENEHb, 3BaHUE
NBannos Auapeit MuxaiinoBuu nbuTyY Kannunat TexHu4ecKux
HayK, JOLEHT
KnoukoB Anjnpeit EBrenbeBuy NbuTyY Crapuiuii npenojiaBaresib
COI'JTACOBAHO

3aBeyIONIHi BBITyCKAIOIIeH Kadeapoii
«udopmarmonHas 6€30MacHOCTb U TEOPHS
YIIpaBJICHUSA»

; y A Anjipees A.C.

T _“,:__fﬁ'ﬂrlru.rc'l-.l @ H.(2)
&
« 11» 05 2022 .

dopma A Crpanumna 1u3z 23



MuHmcTepcTBO HayKH ¥ BbIciero oopasoBanus PO

o N ®dopma
VY bSHOBCKHI TOCYJapCTBEHHbIH YHUBEPCUTET

®-Paboyas mporpaMma 1o JUCHHUIUINHE

1. HEJHU U 3AJJAYN OCBOEHUA JUCIHUITJINHBI
IMean ocBOeHMsI AMCIMIIJIMHBI:
Llenu ocBOEHUS TUCHMILINHEL
e TpuUOOpeTeHHE OOIUX MPEACTABICHUI O pean3allii MEXaHU3MOB 3aIUTHl HH(OPMAIIUN
B COBPEMEHHBIX OMEPAIMOHHBIX CUCTEMAX;
® 3HAKOMCTBO C OCHOBHBIMH KOHIEMIMSAMH OpTaHU3aIMK OE30MacHOCTH Ha YpPOBHE
ONEPALMOHHBIX CUCTEM.
3agaum 0CBOEHHSA TUCHMILIMHBI:
® U3yueHHE PA3JIMYHBIX IIOXOJO0B peaau3alri Oe30MMacHOCTH Ha YpOBHE (alIoBBIX
CHUCTEM M CUCTEM XPAHCHUS JAHHBIX;
® JlaTh OCHOBBI CHCTEMHOTO MOAXOJa K OpPTaHM3allid ayTCHTH(PUKAIHMHA W aBTOPU3AIUU
MOJIb30BATENICH;
® J1aTh OCHOBHI CHCTEMaM IIPOBEICHUS ayAUTOB OE30IMaCHOCTH ONEPAIMOHHBIX CUCTEM.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII BO

JucuunnuHa ««be3omacHOCTh OmnepaloOHHBIX CHUCTEM»» H3ydaeTcs B 7 CeMecTpe U
OTHOCHTCS K 00s3arelbHOM YacTH guciuiuimH  Oinoka b1.0  cnemumansHoctnn  10.05.03
"UndopmanimonHas 6€301MacHOCTh aBTOMaTU3HUPOBAHHBIX CHCTEM".

Kypc yueOHON MUCHUIUIMHBI TECHO YBS3aH C APYTMMU YYEOHBIMH AMCHIUILTMHAMH, B
nepByro ouepenb ¢ kKypcamu «MHopmarukay, «SI3bIku mnporpaMMupoBaHUs», «OCHOBBI
UH(POPMALIMOHHOM Ge30macHOCTH» U «BBefieHne B CrieuaibHOCTb.

Jlis OCBOEHHUS TUCHUIUIMHBI CTYACHT JOJDKEH MMETh CIIEQYIOIINE «BXOIHBIC) 3HAHMUS,
YMEHHSI, HABBIKA U KOMIICTCHIIUH:

3HaHHE O0a30BBIX MOHATHI B 00JaCTH WH(OPMATHUKH, BBIYUCIUTEILHOM TEXHUKH,
DIIEKTPOHUKHU M CXEMOTEXHHKHU;

CIIOCOOHOCTh aHATM3UPOBATH TPOOIEMBI U TTPOIIECCHI;

OcHOBHBIE TIOJIOKEHUS JUCIUTIITNHBI UCTIONB3YIOTCS B JAlIbHEHIIIEM MTPU U3yUYEHUHU TaKUX
nucturinH Kak: «bezonmacHocTh cereit DBMy; «Pa3paboTka M 3KCIUTyaTanus 3allUIIEHHBIX
ABTOMATU3UPOBAHHBIX CHUCTEM»; «be30macHOCTh OTKPBITHIX HH()OPMALIMOHHBIX CHUCTEMY;
«MHCTpyMEHTaNbHbIE CpEACTBA KOHTPOJS 3alllMIIEHHOCTH uHbopmanuny»; «CepTudukanus
CPEJICTB 3alIUThl UHPOPMAITUNY).
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3. HEPEYEHD IIVTAHUPYEMBbIX PE3YJIbTATOB OBYUYEHUSA
IO AMCIUMIIVIMHE (MO YJI10), COTHECEHBIX C IINTAHUPYEMbBIMH
PE3YJbTATAMHU OCBOEHHS OBPA3OBATEJBbHOM ITPOT'PAMMBI

[Ipomiecc wm3yueHus AUCHUIUIMHBI HAmpaBieH Ha (OPMHPOBAHHUE CIEIYIONMINX
KOMIIETEHIINN:
Kon )/ | HauMeHoBaHue | [lepeyens mnJaHMpyeMbIX Ppe3yJbTATOB OOy4YeHUSI MO

pea.ﬂmyeMoii KOMIICTCHIIMHU

JAUCHUIIJIMHE (MOIIyJ'IlO), COOTHECEHHBIX ¢ HHIAUKATOpaMH
JOCTHKEHHS KOMIIEeTEHIIUI

OIIK-12 - CmocobeH mpu-
MCHATH 3HAHUA B 06J'IaCTI/I

3HaTh:

OCHOBHbIE MIPUHITUIIBI o0ecrieueHHs 0e30MmacHOCTH

0e3omacHOCTH BBIYHCIIN- | BEIYUCIUTEIBHBIX CETEH, OTEPAIMOHHBIX CHCTEM U 0a3 TaHHBIX
TENbHBIX  CeTed,  omepa- | mpu pa3paboTKE aBTOMATU3UPOBAHHBIX CUCTEM
IMOHHBIX CHCTeM U 0a3 | YMeThb:
JaHHBIX TpH  pa3pabOTKe | MPUMEHSTh 3HaHUS B 00JIACTH 0€30MaCHOCTH BBIYMCIUTEIbHBIX
aBTOMATHU3UPOBAHHBIX ceTei, ONeparoHHbIX CHCTeM M 0a3 JaHHBIX HpPH pa3paboTKe
cHCTEM aBTOMATH3UPOBAHHBIX CHCTEM
Baanern:
HaBbIKAMM TPUMEHEHHs] 3HaHMW B 00JacTH OE30MaCHOCTH
BBIYHCIIUTEIILHBIX CETEH, ONEPAIIMOHHBIX CUCTEM M 0a3 JaHHBIX
OIIK-13 - CnocobGen opra- | 3HaTh:
HU30BBIBATH M IPOBOAWTH | MOPSJOK JMArHOCTUKM M TECTHPOBAHMSA CHUCTEM 3aIlUTHI
IUAarHOCTUKY M TECTH- | HHPOPMALIMU aBTOMATU3UPOBAHHBIX CUCTEM
pOBaHHME CHCTEM 3aIlUTH | YMeTh:
uHbOpMAllUM  aBTOMAaTHU3H- | OPTaHU30BBIBATh U MPOBOJIUTH TUATHOCTUKY U TECTUPOBAHHE
POBaHHBIX CHCTEM, | CHCTEM 3aIIUTHl MH(POPMAIMH aBTOMATU3UPOBAHHBIX CHCTEM,
NPOBOJIUTH AHAIU3  YSA3BH- | IPOBOJUTH aHAIN3 YSI3BUMOCTEH CHCTEM 3alIUThI MH(OpMAITUH
MOCTE  CHCTEM  3aIIUTHI | aBTOMAaTU3UPOBAHHBIX CUCTEM
uHpopmanuu  aBToMatu3u- | Baagers:

POBaHHBIX CUCTEM

HaBbIKaMM OpraHu3aliii MW HPOBCACHUA JTUATrHOCTUKHU U
TCCTUPOBAHUA CHCTCM 3allUTLL I/IH(bOpMaI_[I/II/I ABTOMATU3nupo-
BAaHHBIX CHCTEM, MNPOBCACHHA aHAIN3a y;IBBHMOCTeﬁ CUCTEM
3alIUThI I/IHq)OpMaLII/II/I ABTOMATHU3UPOBAHHBIX CUCTCM

OIIK-15 - CnocobeH ocy-
IIECTBIIATD aJIMUHUCTPH-
poBaHKe " KOHTPOJIIb
(YHKIIMOHMPOBAHUS CPENCTB
M CHCTEeM 3allUThl  WH-
dbopmanuu aBTOMATHU-
3UpOBaHHBIX CHCTEM, HHC-

TPYMEHTAIbHBIA MOHUTOPHUHT
3aIULIEHHOCTH aBTOMa-
TU3UPOBAHHBIX CUCTEM

3HaTh:

HOPSIIOK aIMUHUCTPUPOBAHUS M KOHTPOJIS (yHKIIMOHUPOBA-
HUS CPEACTB M CUCTEM 3alUThl HHPOPMAIIMH aBTOMATH3H-
pOBaHHHX CUCTEM

YMmerh:

OCYILECTBIISATh aIMUHUCTPUPOBAHUE M KOHTPOIb (PYHKIIHO-
HUPOBAHUS CPEJICTB M CHCTEM 3aIUThl HHPOPMAIIUU aBTO-
MaTU3UPOBAHHBIX CUCTEM, HHCTPYMEHTAIbHbI MOHUTOPUHT
3alIUIIEHHOCTA aBTOMaTU3UPOBAHHBIX CUCTEM

Baagern:

HaBbIKAMH  QJIMUHUCTPUPOBAHUS U  KOHTPOJsA  (yHK-
LII/IOHI/IpOBaHI/I}I Cpe,Z[CTB U CHUCTEM 3alllUuThI I/IH(bOpMaI_[I/II/I
ABTOMAaTU3UPOBAHHBIX CHCTEM, MHCTPYMEHTAIBHOIO
MOHI/ITOpI/IHI‘a 3allIUIIICHHOCTHU aBTOMaTI/I3I/IpOBaHHBIX CUCTEM

dopma A

Crpanumna 3u3 23




MuHmcTepcTBO HayKH ¥ BbIciero oopasoBanus PO
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4.1. O0beM TUCHUILIMHBI B 3a49€THBIX eIUHHUIIAX (BCero) S.

4. OBIIAA TPYJTOEMKOCTDb JUCIIAITJIMHBI

4.2. O0beM IMCUMILUIMHBI 10 BHAAM YUeOHO# padoThl (B yacax):

Buna yueonoii
padoThI

KouaunyecTBo 4acos ((popma o0yueHus

ounas

Bcero no
IUIAHY

B T.4. mo ceMecTpam

7 cemecTp

KonrtakTHas pabota
oOydaromuxcs ¢
npernoiaBaTeaeM

90

90/90*

AynutopHble
3aHATUS:

90

90/90*

Jlexknuu

36

36/36*

[IpakTuueckue u
CEMUHAPCKHE
3aHSATHUS

18

18/18*

JlaGopaTopHsble
paboTsl
(;mabopaTopHbIit
MIPAKTUKYM)

36

36/36*

CamMocTosTenpHast
pabota

54

54

dopMa  TEKyILIEro
KOHTPOJI 3HAHUU U
KOHTPOJISI  CaMoCT-
OSITEIHHOU PabOTHI:
TECTUPOBAHUE,
KOHTp. pa0oTa,
KOJUTOKBUYM,
pedepar u ap. (He
MeHee 2 BUJIOB)

-TectupoBanue Ha
CEMHUHapax;

- BOIPOCHl TNpHU 3aIIUTE
1abopaTOPHBIX padoT

Kypcosast pabota

Bunnr
IIPOMEKYTOYHOU
aTTecTaluu
(9K3ameH, 3a4eT)

9K3aMCH

DK3aMeH
36 yacoB

Bcero yacos o
JUCLIUIIIINHE:

180

180

* B cinyyae HEOOXOIUMOCTH HCIOJIB30BAaHUSA B YYEOHOM IPOLIECCE YACTUYHO/MCKIIIOYUTEIHHO
JMCTAaHIMOHHBIX 00pa30BaTENBHBIX TEXHOJNOTMH B TalnWIle uepe3 Clell yKa3bIBaeTCs
KosimdyecTBO yacoB padotsl [ITIC ¢ oOyuaronmucs Ui MPOBEACHUS 3aHATHH B TUCTAHIIMOHHOM

dbopmare ¢ MPUMEHEHHUEM SJIEKTPOHHOTO OOYYCHHS.

dopma A
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4.3. Conepxkanne TUCHHUILINHBI (MoayJif.) Pacnpenenenne 4acoB mo reMamM M BUIaM

yueOHo# padoThI:

®dopma 00yueHus ouHas
Bcero Bujpl yaeOHBIX 3aHATHIA
Ha3zpanwue pasnenos u Tem Ca-
AynuTOpHBIE 3aHATHSA Moc-
3aHATHS B Tos dopma
WHTEpaK- | | TEKYIIero
i Hpakr. |JIabopa-| rypuoit Has KOHTPOJIA
3aHATHS, | TOPHEIC | (hopme SHALMIA
I cemunap| pa6 pabo-
p| paboThI
Ta
1 2 3 4 5 6 7 8

Pasnea 1. 3amura uHgopmanum B COB

€MEeHHBIX HH(pO

MAaIlHOHHBIX CHCTEMAX

1. OcHOBHBIC MOHATHI WU 4 2 2 Tecter T1,
MOJIOXKCHUS  3alllUTHl  HH-
dopmanuu B
WH(GOPMAIIMOHHBIX CHCTEMAX
2. ¥Yrpo3el 06e3omacHoCTH 8 2 2 4 Tects T2,
uHpopmaruu B
WH(GOPMAIIMOHHBIX CHCTEMAX
3. IIporpamMmHO-TEXHUYEC- 8 2 2 4 Tectsr T3,
KW YpPOBEHb OOECTIeUeHUs
uH(popManoHHo  Oe3oma-
CHOCTH U €Tr0 OpTraHu3alus

Pazgen 2. HHoncucrema oesonacaoctu B OC cemeiictBa Windows
4, Anamu3  TOACHCTEMEI 12 4 4 4 Tectel T4,
0e301macHOCTH B oC JIa6. pa6 1
cemeiictea Windows
5. Wnentudwukamnus, ayTeH- 16 2 2 4 8 Tecrter T5,
TU(QUKALUSI U aBTOPU3ALUS B JIab. pab 2
OC cemeiictea Windows
6. Ayaur B OC cemeiicTBa 16 4 4 4 4 Tector T6,
Windows Jlab6. pa6 3
7. Bo3moxkHoctu mugppoBa- 12 4 4 4 Tectsr T7,
Hus ¢aitnos B OC cemeiicTBa JIa6. pa6 5
Windows
8. Ilpoume BO3MOXKHOCTH 4 2 2 Tectsr T8
[IOJCUCTEMBI 0€30IIaCHOCTH
B OC cemeiictBa Windows
9. VcwmiaeHue IOICUCTEMEI 14 4 2 4 2 4 Tecrter T9,
0e30MmacHOCTH B ocC JTa6. pad.
cemeiictBa Windows 4,6

Paznen 3. lloacucrema 6e3onacuoctu B OC cemelicta UNIX

10. AmHamu3 HOOJICHUCTEMEI 18 4 2 6 6 6 Tecter T10,
0e30MmacHOCTH B ocC J1a6. pab.
cemericta UNIX 7
11. Unentuduxanus, ayTeH- 16 4 2 4 4 6 | Tectu Tll,
TU(UKALUSA ¥ aBTOPHU3AIUs B Ha6-8 pab.

OC cemetictBa UNIX

dopma A
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12. Aynutr B OC cemeiicTBa 16 2 2 6 6 6 | Tectn T12,
UNIX JIa6. pad.
9,10

Wroro: 144 36 18 36 18 54

5. COIEPKAHME JUCIUATIIAHBI (MOYJIST)

Paznea 1. 3amura undgopmManum B COBpeMeHHbIX HHPOPMANMOHHBIX CHCTEMAX

Tema 1. OcHOBHble NOHATUSI M TOJOKEHHMSl 3alIUTHI HHPOPpMALMM B
HH(OPMAIMOHHO BHIYUCIUTEIbHBIX CHCTEMaxX

[Tpenmer 3amuthl nHGOopMaruu. IlousaTHs nHGOpMaLUU U MHOOPMAITMOHHBIX PECYPCOB.
JlocTOBEpHOCTH, LIGHHOCTh M CBOEBPEMEHHOCTh MH(popManuu. [lpenqmer 3ammTsl HHPOPMAIIH.
O6wext 3ammrel  uHGOpManuu. Ilonstus  uHpopmamumonHoi  cuctembl.  [loHsTHE
nHpopmanmonHoit 6e3omacHocTu. [loHATHE TMONMUTHUKA WHQPOPMAIMOHHON OE30MaCHOCTH.
[lonarue cucrembl 3amuThl  UHPOpMauuu. OCHOBHBIE TOJOXEHHUA  OE30MACHOCTH
nH(pOpMaAIMOHHBIX cUCTeM. TpexdTamHas pa3paboTka Mep 1Mo oOecreueHHuto 0e30MacHOCTH
uHpopMannoHHbIX cucteM. Ctamust BbIpaOOTKU TpeboBaHuil. CTaaus onpeneseHus: crocoOoB
3anuThl. Ctagus onpeaeneHus GYHKIMM, MpoLeayp U CPeACTB 0€30MacCHOCTH, Peau3yeMbIX B
BUJIC HEKOTOPHIX MEXaHW3MOB 3aIIuThl. OCHOBHBIE MPUHLUIBI 0OecTiedeHnsT HHPOPMAITMOHHON
6e3onacHocTu B apTomatu3upoBanHou cucrteme (AC). Ilomoxxenust no 3amure AC. [TpuHIuUImeI,
NO3BOJIAIOIIME peann3oBaTh nojoxeHus no 3ammre AC. [lpunnun cucremuoctu. IlpunHnun
KOMIUIEKCHOCTH. [IpuHIMM HenpepblBHON 3amuThl. Pa3ymHas goctarodHocTh. [ 'HOKOCTH
cUCTeMbl 3amUThl. OTKPBITOCTh AJITOPUTMOB W MEXAHHW3MOB 3aIIUTHL. [IpHHLIMI TPOCTOTHI
IPUMEHEHHUS CPEJICTB 3aLIUTHI.

Tema 2. Yrpo3sl 0e3onacHocTH HH(pOPMaNKu B HHPOPMANMOHHO-BBIYHCINTEIbHbBIX
cucTemMax

[Tonstue yrpo3sl. [lonstue araku. [lonstue 3noymsinuieHHuka. Mctounuku yrpos. OkHO
onacHoctH. Kputepun knaccupuranuu yrpo3. bazoBeie mpusHakud yrpo3 WHGOPMAIMOHHON
6e3onmacHoctr. Knaccugukaius yrpo3 no npupojae Bo3HHUKHOBeHUs. Kinaccudukanus yrpos mo
CTENEeHH MpeIHaMEpPEeHHOCTH mposBieHus. Kiaccudukanus yrpo3 1o HENOCpeICTBEHHOMY
UCTOYHUKY yrpo3. Kmaccudukaius yrpo3 mo moyiokeHUI0 UCTOYHHMKa yrpos. Kmaccuduxarms
yIpo3 MO CTeneHu 3aBUCUMOCTH OT akTuBHOCTH AC. Knaccudukamus yrpo3 mo CTENeHH
BozneticTBus Ha AC. Knaccudukaius yrpos 1o stanam J0CTyTa MoIb30BaTeIeH WiIH MpoTrpaMM
K pecypcam AC. Knaccudukanus yrpos no crnocody pocrymna k pecypcam AC. Knaccuduxanms
yIpo3 MO TEKYIIEMY MECTY PacIooKeHHs HHPOPMAIMK, XpaHUMON u oOpabdareiBaemoii B AC.
HoctynHocts uHGpoOpManuu. Yrpo3a JgocTtynHocTd. LlenocTHocTs uHpOpManuu. Yrposa
HapynieHuss ueioctHoctd. KoHuaeHUUanbHOCT, HHpOpMAIMHU. YTpo3a HapylIeHUs
KOH(QHIECHIIMATBHOCTH. YTpo3a packpeitusi mapamerpoB AC. Meronsl  obecriedeHus
nHpopmanmonHoi Oe3onacHoCcTH. CTPyKTypHU3alusi METOJ0B obecrieueHusi MHHOPMAITMOHHON
0e30MacHOCTH. YPOBHHU J0CTyna K 3amumaemMoil mHpopmanuud. OCHOBHBIE HANpaBICHUS U
METOABl  peanu3anuu  yrpo3  uHopmanmmoHHOW  Oe3zomacHocTH.  Kiaccudukanuys
3JI0yMBIIIJIEHHUKOB.

Tema 3. IIporpaMMHO-TeXHHU4YeCKHIl YypOBeHb o0OecniedyeHUs1 HUHGPOPMALMOHHOM
0e30I1aCHOCTH U €ro OPraHu3anus

[Togxomer k oOecnedeHU0 KoMMbIOTepHOUM Oe3omacHocTH. CepBHC 0€30MacHOCTH.
OCHOBHBIE U BCIIOMOTaTeNbHbIE CEPBUCH Oe3omacHOcTH. [loHsTHE momHOro Habopa. Buiuel
cepBucoB Oe3omacHocTu. [loHATHA wuAeHTU(UKALIMK, ayTEHTU(QUKAUU U aBTOPU3ALUU
noib3oBareneid. Bunel ayrentudukanuu. Ilpobrema HanexHOW ayTeHTHU(OUKALUU U MYTH €e
pemenus. CpenctBa W METOAbl XpAaHEHHS ATAJIOHHBIX KOMUN  ayTEeHTU(PHUKAIMOHHOMN
uHpopmanuu. IlpoTokonsl mnepemaun ayTeHTHU(PHUKAIMOHHON WHGPOPMALUMU 1O KaHajJaMm
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BBIUMCIUTENbHOU ceTu. Kpunrorpadguueckoe obecrieueHue ayTeHTH(PHKALUU I0JIb30BaTeNCH.
[Taponbnast ayTteHTu(UKanusa. Buasl mnaponbHoOi ayTreHTHudukanmu. I[IpemmymectBa u
HEIOCTaTKW  mapoipHOW  ayreHTH(ukauuu.  [loBblleHHEe  HAJEKHOCTH  MAPOJILHOM
ayreHTu(ukanuu. CpeacTBa M METOAbI 3alIMTHl OT KOMIIPOMETalMU M Moadopa mapoliel.
Bbuomerpuueckas ayreHTHdukanusa. OOmas cxema OHMOMETPHUYECKOM ayTeHTHU(UKAIIUH.
[TpeumyriecTBa U HETOCTATKU OMOMETpUYECKON ayTeHTU(UKaUU. JJOCTOMHCTBA U HEAOCTAaTKU
pa3MyHBIX cxeM OumoMeTpuyeckod ayTreHTH(ukanuu. TpeOoBaHMS K 3alIUTE KOMIIBIOTEPHOM
nHpopmarnuu. OOmuUe MOJOKEHHUS. XapaKTEPUCTUKU IOJXOJ0B K 3alUTEe KOMITBIOTEPHOU
uHpopmanuu. Kraccudukauus TtpeboBaHMii K cucreMaMm 3amuThl.  DPOpMaIM30BaHHBIC
TpeOoBaHUsl K HabOpy W MapaMeTrpaM MeXaHW3MOB 3ammuThl. HeoOxommmbie TpeOoBaHMS.
JononuutenbHble TpeboBaHus. dopMann3oBaHHbIE TpeOOBaHUS K 3aIlUTe HUHPOPMALUU OT
HECaHKIMOHUPOBAaHHOTO Joctymna. OOmme MoAXoAbl K MOCTPOCHHUIO CHCTEM  3alUThl
KOMIbIOTepHOH  uHpopmanuu.  HopmatuBHble  nokymeHTsl  ['octexxkommccun PO,
pernaMeHTHpylone  3amury — MHGOpManuu  OT  HECAHKIHMOHUPOBAHHOTO  JIOCTYIIA.
dopmann3oBaHHbIe TpeOOBaHUS K 3ammure KommbioTepHoil uHpopmanuu AC. OCHOBHBIE
MOJCUCTEMBI M TPyMIibl MexaHu3MoB 3amuThl AC. TpeOoBaHus K 3anuTte KOHPHUIACHITMATHHON
uHpopmanuu. TpeOoBaHUS K 3amMTe CEKpeTHOM uHpopmauuu. Paznuuus TpeGoBaHuil u
OCHOBOTOJIATal0IINX MEXaHU3MOB 3alIUThl OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

Pasnea 2. [loncucrema 6e3onacHoctu B OC cemeiicrBa Windows

Tema 4. Anaan3 noacucreMsl 0e3zonacHoct B OC cemeiictBa Windows

OcHoBable MexaHu3Mbl 3amuTel B OC cemeiictBa Windows. [IpuHNunmansHbie
HeIocTaTky 3aimuTHEIX Mexaun3MoB OC cemeiictea Windows.

Tema 5. Unentudgukanusi, ayrentupuxkanus u apropusanus B OC cemeiicTBa
Windows

Bo3moxknoctu moacucremsl  6e3omacHoctn B OC  cemelictBa Windows. Mogenb
Oe3zomacHocTH It moxcucrembl Oe3omacHoctH B OC cemerictBa Windows. Mexanusm
uAeHTUGUKAIMKU  mosb3oBateneil.  Maentudukarop  3ammrel  SID  monb3oBaTeneid.
Nnentudukaropel momHoMounid. Bo3MOXHBIE 3HAYCHHs WISHTU(DHUKATOpA TOJHOMOYHMA.
OtHocutenpHBIH UAeHTH(GHKATOP. Mapkep AOCTyNa U MPUBWIETHU Toib3oBaTens. [IpocMoTp
npuBUJIETHi Tosib3oBaTenss. Komanga whoami u ee mapamerpsl. OrpaHUYUBAIONINE MapKeph
noctyna. Komanna runas u ee mapameTrpbl. APl QyHkumm 11s co3maHusi MapKepoB JOCTyTIA.
3ammura 00BEKTOB cucTeMbl. Jleckpuntop Oe3zomacHoctd SD. ATpuOyTBl JECKpUIITOpA
o0e3omacHoctu. [laponmpHas ayrentTudukanus B OC cemeiictBa Windows. Mexanusm
ayreHTu(ukanuu. CpeacTBa ympaBieHHs NapaMeTpaMH ayTeHTH(UKALWU. YYEeTHbIE 3alucu
nosb3oBareneil. JlokalbHble y4yeTHBIE 3amucd mojb3oBareneid. baza npannbix  SAM.
Bo3smoxnoctn  mosyyenuss gocrynma Kk SAM. Opranmzanust  3ammtel SAM  oT
HECaHKIMOHUpPOBaHHOTO noctyna. Apropm3amus B OC cemeiictBa Windows. HegocraTku B
opraHu3aiu pasrpanudeHusi aoctyna k ¢aimam B OC cemeiictea Windows. Mexanusm
aropuszanmu B OC cemeiictea Windows. Mapkepsl goctyna. Jleckpuntop 0O€30MaCHOCTH.
®dopmar neckpunTopoB 6e3omacHocTH. Criricok kKoHTpodist noctyna ACL. Cuctemusiii (SACL) u
nosb3oBarensckuil (DACL) cnmcku ynpasieHus noctynoM. CTpyKTypa CIMCKOB YIPaBJIEHUS
noctynoM. Bo3MokHOCTh ympaBieHus mpaBamu jnoctyna ¢ nomoinisio APIL. Ilpumep nposepku
npaB JOCTyna IIOJIb30BaTeNss K oObekTy. M3MeHenuwe mpaB poctyna K oO0BbekTy. CmeHa
Biajenbia o0bekTa. Komanna cacls u ee mapameTpsl.

Tema 6. Aynut B OC cemeiictBa Windows

[Togcucrema ayauta B OC cemeiictBa Windows. Kareropum aynura. OcHacTka
gpedit.msc. Hactpoiika crnucka SACL. API ¢ynkumm mis paGorer ¢ SACL. Ilpocmotp
cobpiTuii aynuta. Ytunuta Event Viewer. OcHactka eventvwr.msc. XKypHanbsl ayauta. Tumbl
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pEruCTpUpPYEMBIX COOBITHIA B *KypHaiax aynuTa. Hactpoiika xypHanoB ayaurta. Tumbl 3anuceit
B XXypHaJiax coObITHii. OnpenencHue Habopa MoAeKaIINX ayAUTy COOBITHH.

Tema 7. Bo3moxnHoctu mudpoBanusi ¢aiaoB B OC cemeiictBa Windows
[udpyromas daitnosas cucrema EFS. Bo3moxxnoctu mmdpyromieit ¢aitnosoit cuctemsr EFS.
[Mpunuunst padotsl EFS. Ucnons3zyembie B EFS anroputmel mmdposanus. CiydaitHbli K104
s mmdpoanus daitma FEK. Iudposanne kmoua FEK. Komanaa cipher u ee mapamerpsr.
[lonarue arenta BoccTaHoBieHus. [loGaBieHue areHToB BoccTaHOBIeHHs. CepTuukaThl
areHToB BoccTaHoBiIeHUs. [lone BoccTtanoBnenus nanHbix DRF. API ¢dynkmu mis paboTsl ¢
EFS. Cucrema mm¢poBanus pguckoB BitLocker. OcHoBubie Bo3moxHOcTH BitLocker.
[TonnepxuBaemble anropuT™mbl Imm@poBaHus. [Ipunuun pabGotbl. MexaHHU3MBI MPOBEPKHU
NOJUIMHHOCTH M pacmudpoBku. Ys3zsumoctu BitLocker. Hactpoiika BitLocker. Illudposanue
u aemmdpoBaHre TUCKOB Tpu momoru BitLocker.

Tema 8. Ilpoume Bo3MOxkHOCTH moAcUcTeMbl Oe3omacHocTHn B OC cemeiicTBa
Windows

Wutepodeiic CryptoAPIL. Bozmoxknoctu CryptoAPIL. PaGora ¢ mocraBmukaMu ciy>KObI
mudpoanuss CSP. Tumer CSP B OC cemeticteBa Windows. KoHTposib ydeTHBIX 3amuceit
nons3oBareneid UAC. Ilpeanocsuiku k nossnernio UAC. [punnun pa6otst UAC. CoObitus,
npuBoasmue k cpabareiBanuio UAC. Hactpoitka UAC. Hemocrarkm UAC. I1laGmoHb
6esomacioctt B OC cemeiictBa Windows. Bo3moxkHocTH mabioHOB 0€30MaCHOCTH.
Hacrpoiiky mab10H0B 6€30MaCHOCTH.

Tema 9. Ycunenue noacucremol 0ezonacaoctu B OC cemeiictea Windows

Hcnonws3zoBanne cucrem kpuntorpadudeckor 3amuThl wuHGopMammu. Hawubonee
U3BECTHBIE CUCTEMBI KpHUNTOTpaduueckor 3amuThl HHOOPMAIIMK U OCOOEHHOCTH UX PAaOOTHI
[IpotuBoOnElicTBE BHPYCHBIM aTakaM B cucteme. BpiOop aHtuBupyca. OpraHuzamus
AQHTUBHUPYCHOM 3aLUTHI.

Pazgea 3. Honcucrema 6esonacuoctu B OC cemeiictBa UNIX

Tema 10. Ananus noacucremsl 6esonacHocti B OC cemeiictea UNIX

OcnoBubie Mexanu3Mbl 3amuThl B OC cemeiictBa UNIX. OcobGeHHOCTH OpraHU3aIuu
¢aitnooit cucremsl B UNIX. IlpuHIMNIUanbHble HETOCTATKU 3alIMTHRIX MexaHu3mMoB OC
cemerictBa UNIX.

Tema 11. Unentudgukanus, ayrenTupukanusa n apropusauus B OC cemeiicTBa
UNIX

Ocob6ennoctu moncucremsl Oe3zomacHoctu B OC cemeiictBa UNIX. Enunast mozmens
oezonmacaoctu it OC  cemeiictBa UNIX. TIlaponsnas ayrentudukanus B UNIX.
3aperucTpupoBaHHbIC  IOJIB30BATEIM  CHUCTEMbl. YUETHBIH (aill  3aperucTpupoBaHHBIX
nosib3oBareneit /etc/passwd. Comepxkumoe daitma /etc/passwd. ITlonkmrogaembie MOmyIH
ayreHtuduxkaunu PAM. OcnoBei PAM. Hacrtpoiika PAM. MexaHusM uIAeHTU(DUKAITIH
nosp3oBareneil. Maentudukaropel monb3oBateneir UID, RUID, EUID. VYwuernbrii aiin
3aperucTpUpOBaHHBIX rpynn /etc/group. Mnentudukaropsr rpynn nons3oBateneit GID, RGID,
EGID. Cynepnoyib30BaTenu " MPUBWIETUPOBAHHBIE TPYMIBL. Bo3moxkHocTH
CYIIEpIIOJIb30BaTeNeil U MPUBUIIETUPOBAHHBIX TPYI. XpaHEeHUe naposien B Apyrux ¢aitnax B OC
cemeiictBa UNIX. Komangueie uatepnperatopsl B OC cemeiictBa UNIX. ABtropuzanus B OC
cemerictBa UNIX. Ocobennoctu nocryna k ainam B OC cemeiicta UNIX. Kaccsl qocrtymna
daiiny. Cnucok mpaB goctyna K (airy. Pasnuuue BO3MOXHBIX 3HAYCHHWH TpaB JOCTyMa st
pa3HbIX TUNOB (¢aitnoB. M3MeHeHue npas nocryna K ¢aitny yrunauroir chmod. @opmar komaHa
s yruauTel chmod. IlpoBepka mpaB goctyma mpu obpamieHun k ¢ainam B OC UNIX.
Hononuurensusie mpaBa SUID, SGID, Sticky-Out. IlpuMeHeHHE MOMOTHUTENBHBIX IIPaB.
Pa6ota u3-mox root. OcoGeHHOCTH paboTHl U3-10J root. BeImoHeHne onepaluii OT UMEHH root.
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Komanga su u yrunura sudo. ®aiin sudoers. PemaktupoBanue daitna sudoers ¢ MoMOIIbIO
yTUIUTHI visudo.

Tema 12. Aynut B OC cemeiictBa UNIX

[Toncucrema ayauta B UNIX. [leHTpann3oBaHHasi cUCTeMa PETHCTPAllMd CHCTEMHBIX
coobmienuii Syslog. Bozmoxknoctu cucremsl Syslog. Kommonentst Syslog. Paborta cucremsl
Syslog. ®aiin kondurypamuu Syslog syslog.conf. Cenektopsl Syslog. CpeactBa u ypoBHH
Syslog. [eiictBus ¢ coobmenusmu Syslog. YTumura newsyslog. Pabora yrunutel newsyslog.
®aiin koHpuUrypanuu newsyslog.conf.

6. TEMBI IPAKTUUYECKHWX U CEMUHAPCKHWX 3AHATHIA

6.1 IlpakTuyeckue 3aHATUS HE IPEAYCMOTPEHBI YIeOHBIM TUTAHOM JUCIUTIIHHBL.

6.2 TeMbl ceMUHAPCKUX 3aAHATHI:

Pasnea 1. 3ammrTa nHgopManuu B COBpeMeHHBIX HHPOPMALMOHHBIX CHCTEMAX

Tema 2. Yrpo3ssl 6e3onacHOCTH HHGOPMAIHKU B HTHGOPMAITMOHHBIX CHCTeMaX (CEeMUHAp).

1. [ToHsATHS YTPO3BI, aTaKU, 3T0OYMBIIUICHHUKA. VICTOUHUKH yTPO3.

2. Knaccudmuxkanus yrpos.

3. Meroasl oOecrnieueHuss HHPOPMALUMOHHOW Oe€30MacHOCTU. YPOBHM JOCTyHa K
3amuIaeMon nHpopmaIum.

4. OcCHOBHBIE HAIlPaBJICHHUS ¥ METOJbl peanu3aluud yrpo3 HH(POPMAIMOHHOM
0€30MacHOCTH.

Tema 3. IlporpaMMHO-TEXHHYECKHH YpOBEHb oObOecredeHuss HHPOPMALUOHHOM
0€30MacHOCTH M €T0 OpraHu3aIus (CeMHHap).

1. TMomxoasl kK 0OecriedeHII0 KOMIBIOTEpHOU Oe3omacHocTH. CepBUC 6€30IMacHOCTH.

2. Tlouarus uaeHTHPUKAINK, ayTeHTH(UKAIIMA W aBTOPU3AIMHU T0JIb30BaTeneid. Bumbl
ayTeHTH(UKALINY.

3. TpebGoBaHuUs K 3aIIUTE KOMITBIOTEPHOU MH(POPMAIIUH.

4. OOure moaxoabl K MOCTPOCHUIO CHCTEM 3aIllUThl KOMITBIOTEPHOI HH(OpMAIIHH.

5. Pasnmuuus TpeGOBaHWMK W OCHOBOIOJATAIONIMX MEXaHW3MOB  3alllUTHl  OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

Pazgen 2. HHoncucrema oesonacuoctu B OC cemeiictBa Windows

Tema 5. Unentudukanus, ayrentuduxanys u apropuzanus B OC cemeiictea Windows
(cemuHap).

1. Mogens 6e3onacHoctu s noacuctemsl 0ezonacHoctu B OC cemeiictBa Windows.

2. Mexanu3m wuaeHTudUKanuu  monb3oBareneil. Mpentudukarop 3amuter  SID
MOJIb30BaTENEN.

3. Ilaponbnas ayrentudukammss B OC  cemeiictBa Windows. Mexanusm
ayTeHTH(UKaLNY.

4. CTpyKTypa COHCKOB YIIPaBJICHHUS AOCTYNOM. BO3MOXKHOCTH yIpaBlICHUS IpaBaMu
noctyna ¢ nomoibio AP

Tema 6. Ayaut B OC cemerictBa Windows (cemuHap).

1. IMoacucrema ayauta B OC cemeiicta Windows. Kareropuu ayaura.

2. TIpocMoTp coObITHif ayauTa. YTrumta Event Viewer.

3. XKypnans! ayaura. Tumsl peructpupyemMbIx cOObITHI B KypHanax ayauta. Hactpoiika
JKYpHAJIOB ay/InTa.

4. Ompenenenue Habopa MOAJESKAIIUX Ay TUTY COOBITHIA.

Tema 9. Ycunenue noncucremsl 6e3onacHoctr B OC cemerictBa Windows (cemuHap).

1. Hcnonp3oBaHUE CUCTEM KPUINITOTpaPUIECKON 3alTUThl HHPOPMAIUH.

2. TlpotuBopeiicTBME BUPYCHBIM aTakaM B cucTeMe. BeiOop aHTHBHpYyCa.

3. Oprasusanusi aHTUBUPYCHOM 3alUTHI.
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Pasnea 3. [Toncucrema 6esonacHoctu B OC cemeiictea UNIX

Tema 10. Ananmu3 noacuctemsl 6e3onacHocTH B OC cemeiictBa UNIX (cemunap).

1. OcnoBubie Mexanu3Mbl 3amuThl B OC cemeiictBa UNIX.

2. OcobenHoctu opranuzanuu ¢ainoBoi cucreMbl B UNIX.

3. IlpuHnunuaabHble HEIOCTAaTKH 3aIUTHBIX MexaHu3MoB OC cemerictBa UNIX.

4. CpaBHutenbHbIi aHanmmn3 Mexann3MoB 3amuTsel OC cemeiictBa UNIX u Windows.

Tema 11. Unentudukanus, ayrentudukanus u asropuzauus B OC cemeiictBa UNIX
(cemuHap).

1. Ocobennoctu moxacuctembl 6e3omacHocTr B OC cemeiictBa UNIX. Enunas mozenb
oe3omacaoct i OC cemeiictea UNIX.

2. IMaponwsHas aytentudukamus B UNIX. 3apeructpupoBaHHbIE MTOJIB30BATEIH CUCTEMBI.

3. YuerHblii (aiim 3aperucTpUPOBAHHBIX TOJIb30BaTenen /etc/passwd. Comepxumoe
daiina /etc/passwd.

4. Tlonkmroyaembie Moayiu ayteHTHGUKamu PAM. OcnoBel PAM. Hactpoiika PAM.

5. Mexanu3m uaeHTuuKanuu nonb3oBateneil. Unenrtupukarops nons3osareneit UID,
RUID, EUID.

6. Cymepronp3oBaTenu u MPUBWICTHPOBAHHBIC TPYIIIBL Bo3moxHocTH
CYTepIoJib30BaTeNel U MPUBUICTUPOBAHHBIX TPYIII.

7. HomnomuurensHble npaBa SUID, SGID, Sticky-Out. [IpumeHeHHE OMOIHUTEIBHBIX
pasB.

Tema 12. Aynut B OC cemeiicta UNIX (cemunap).

1. Tloncucrtema ayaurta B UNIX.

2. llenTpanu3oBaHHAasi CHUCTEMa PETUCTPAlMM CHUCTEMHBIX coobOmeHuir  Syslog.
Bosmosxxknoctu cucremsl Syslog. KommonenTtsr Syslog.

3. Cpencta u ypoBHU Syslog. JleficTBus ¢ coobuienusmu Syslog.

4. Yriumra newsyslog. PabGora yrumutel  newsyslog.  ®@aitn  koHuUTypanuu
newsyslog.conf.

7. JABOPATOPHBIE PABOTHBI (JABOPATOPHBIN ITPAKTUKYM)

L]enwv. JIabopaTopHBIH MPAKTUKYM IO AUCIUIIIMHE HAMPaBICH HA U3YUCHHUE CTYACHTAMU
BCEX COBPEMEHHBIX IOJAXOJOB g  oOecredeHuss HWH(POpPMAIMOHHON  0e30macHOCTH
COBPEMEHHBIX OMEPAIMOHHBIX crucTeM. OXBAaTHIBACT KIMEHTCKHE OINEpallMOHHBIC CHUCTEME (Ha
6a3e Microsoft Windows 10 u Alt Linux), a Takxe cepBepHbIE OTIEPAIIMOHHOE CUCTEMBI (Ha Oa3e
Microsoft Server 2026R2 u Alt Linux Server). B cooTBeTCTBUYU ¢ PYKOBOSAIIUMHU TOKyMEHTAMU
00y4YeHHEe IPOUCXOTUT Ha CePTU(GUIIMPOBAHHBIE BEPCHSIX OMEPAITMOHHBIX CUCTEM.
Memodonoeuss OCHOBBIBA€TCS HAa CaMOCTOSTEIbHOM OOYYCHHH CTYISHTOB  PEUICHUIO
CTaHJAPTHBIX 3a/1a4 Ha OCHOBE TEXHHYECKOW JOKYMEHTAIH, TEOPETUIECKOro Marepuaina. Bee
paboTel 00mamaT MU dEepeHINPOBAHHONW JTMHEHHO PACTYIIEH CIOKHOCTHIO BBITIONHEHUIO U
CO3/IaHBl HA OCHOBE CTaHAAPTHBIX MPAKTHUYECKHX 3aJad COBPEMEHHOTO mpeanpusatus. [louck
TEXHUYECKOH HWHPOpPMALMK, a TaKXke MoA0Op HEOOXOIMMOro peIIeHUs] MPOH3BOIUTHCS
CaMOCTOSITENIFHO ~ CTYJICHTAMH B OTKPHITBIX HMCTOYHHUKAaX W KOHTPOJIHUPYETCS B X0
71ab0paTOPHBIX 3aHITHIA U TIPOIECCE TEMOHCTPAIINH ITOJYYCHHOTO PEIICHUS.
Pesynomam. TlomydeHHBIE pEHICHUS JAEMOHCTPHPYIOTCS CTYIACHTOM Ui KaXJIOTO W3 THIIA
OTIepaAIIMOHHBIX cUcTeM. [Ipr HEOOXOAMMOCTH IEMOHCTPUPYETCS XO/I BBITIOTHEHUS paOOTHI.
Tpebosanuss k obopyoosanuto. Jjisi BBIIOTHEHHUS PabOT CTYACHTHI HCIOJIB3YIOT HECKOJIBKO
BUPTYaJbHBIX MAIIMH C PAa3JIMYHBIMH BEPCUSMU ONEPALMOHHBIX CHCTEM. BO03MOXKHO
CaMOCTOSITEJIbHOE BBITIOJTHEHHE JIA0OPATOPHBIX paboT BHE JabopaTopun. KoMmbroTep ¢ )KECTKUM
auckom — 100 Gb, O3Y: 8 Gb, Windows 10 Pro, BaseAlt (AnbT Pabouas cranius, AibT
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cepBep), Kali Linux, Oracle Virtual Box, Putty, PGP, Apache, nginx, Statistica, Origin. Ilo
JKEJIAHUIO CTYJICHTa BCE BHUPTYaJbHBIC MAIIMHBI MOTYT OBITH Pa3BEPHYTHI Ha BBIICICHHOM
cepBepe BUPTYAIbHBIX MAIINH B TA0OPATOPHH.

Pa3znea 2. IloacucreMma 0esonacuocta B OC cemeiictBa Windows.
Tema 4. Anaan3 noacucreMsl 0e3zonacHoct B OC cemeiictBa Windows

JlabopaTopHas padora Ne 1 (4 yaca). [losab30BaTesn u rpynnsl.
Llenb. W3ydeHuwe cUCTEMBbl aJMUHUCTPUPOBAHUS TMOJb30BATENEH U TPyNI B
OTIEPAIIMOHHBIX cucTeMax. M3ydueHnue cuctemsl 3ammThl nHGopmaruu ¢annoBeix cucteM NTFS
(MS Windows) u ext4fs (BaseAlt (AnpT Pabouas cranmms, AnsT cepBep)). Peanmsarus
CHUCTEMBbI pa3rpaHUYCHHE TpaB JOCTynma K Karajoram ¢angoBol cucteMbl U (haitmam.
Pasrpannyenue npas nocryna K (aiioBoii cucTeMe 1Mo CeTH.
3aoaua. Bee 3amaun Heoobxoaumo BeImoaHUTE HA OC MS Windows 10 u BaseAlt (AnsT Pabouas
CTaHLUs, ATIBT CEpBEP).
e PazpaboTaTh NOJUTUKY UMEHOBAHUS COTPYAHUKOB OpPraHU3ALINH.
e HeobOxomumo co3nath mnonb3oBareneid B OC B COOTBETCTBHM C pa3pabOTaHHOM
MOJINTUKOM:
= Kopeiiko Anexkcanap VBanoBuu
* banaranos [llypa
= Mr. Panikovskii Mikhail Samuelivich
* QOcran bennep
e HeoOxomumo co3mate Tpynmnsl monb3oBareneiit B OC: PykoBoxactBo, Ilmanoso-
(dbuHaHCOBBIN OoT/EN, JlemapTaMeHT HHKEHEPHBIX PEIICHHM.
e BKIIOYKTH KaXXJ0T0 MOJIb30BaTEN B CBOIO rpyniy: benaep -> PykoBoacTtBo, banaranos
-> JlemapTaMeHT WH)XKCHEPHBIX perieHui, Panikovskii -> [1nanoBo-puHaHCOBBIN OTIEN.
e Cosmare kataior OOO Pora um Kombita, B HeM karajgorn OOmmMe HTOKYMEHTHI,
®duHaHCOBBIe 0TYETHI, [locTaBIIUKH.
Ha3nauuts npaBa ajist JaHHBIX KaTaJIOrOB B COOTBETCTBUM C MAaTPULIEH JOCTYyIIa

PykoBoacTBo [ImanoBo- JlenapramMeHT Kopeiiko

(buHaHCOBBII HHXEHEPHBIX
OTHEN peleHui

OO0mue .3 .3 .3 -

JIOKYMEHTBI

duHaHCOBEIC q 4,3 - -

OTYCTHhI

IMTocTaBmuku q - 4,3 -

e B karanore «I[loctaBmmku» co3nath ¢aitn Ocodoit BaXKHOCTHU.tXt MPEAOCTABUThH AOCTYII
TOJIBKO K ATOMY (haitiry miist uteHust wieHaMm «IInanoBo-puHAHCOBOTO OTIE

e [IpenocraButh 00U HOCTY K manke OOIMe TOKYMEHTHI 4epe3 CeTh.

e [IpenocraButh goctyn k nanke O0mue noKyMeHTsI 1151 Kopeiko, ToIbKO sl 9YTeHHUS.

e 3anpetuth mnoib3oBarensaM IlmaHoBo-(MHAHCOBOrO oTAena XpaHUTh Oosbmie 1MO
nHpopmaruu B nmanke OOmMe TOKyMEHTHI.
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Tema 5. UnenTupuxanus, ayrearupukanus u apropuszanus B OC cemeiicTBa
Windows

JlabopaTopHas padora Ne 2 (4 yaca). MaccoBasi perucTtpanusi moJib3oBareJiei

Ilens. W3ydeHHe CHUCTEMBI aIMUHUCTPUPOBAHMS IIOJIb30BATENEH TMPU  MMOMOIIU
crannaptHoro API onepaunronHoil cuctembl. M3yyeHne MeTo0B Ha3HA4Y€HUs MpaB JAOCTyNa K
00BeKTaM (haitIoBOM CUCTEMBI U3 CKPHUIITOBBIX SI3BIKOB.
3aoaua. Bee 3amaun Heobxoaumo BeimoaHUTE HA OC MS Windows 10 u BaseAlt (AnsT PabGouas
CTaHIMs, AJIBT CEPBED).

B ¢aiine B dpopmare csv cosman cnucok Oonee 100 monb3oBateneit, copepxkanmuii GO
COTPYTHUKOB, KOTOPBIM HEOOXOIUMO MPEIOCTABUTH TOCTYI K KOMIIBIOTEPY:

Bacucyanuii Jloxankus, v.lohankin@roga-kopita.ru

3oca Cununkas, z.sinickaya@roga-kopita.ru

B cooTrBercTBHMM ¢ pa3pabOTaHHOW TOJUTUKOW HMMEHOBAHUS COTPYIHHUKOB CO37aTh BCEX
MOJIb30BaTENCH MPH MOMOIIU CKPHUITA.

Cosaatb B kataiiore OOO Pora u Konbita xaranor Ilonn30BaTenbckue JaHHbBIE

Co3znaTh KaTajaory JJisl KaKIOTo MOJIb30BaTENs U Ha3HAUUTH MOJIb30BaTENICH BIIaIebIIeM CBOCTO
Karajora.

3anpeTuTh BCEM IPYTHM IMOIH30BATEISIM JOCTYI K TAHHOMY KaTajiory.

Paspemmmts rpynmne PykoBoACTBO AOCTYM K KaTaJIOTy JIJIsl YTEHUS U 3aIIUCH.

Tema 6. Aynut B OC cemeiictBa Windows

JlaGoparopuas padora Ne 3 (4 yaca). [lommTuka 6e30macHoOCTH

Lleny. V3ydyeHune BO3MOXKHOCTH YHPABIEHUS TPYNIOBON TMOJUTHKU OIEPAllMOHHBIX
cuctem cemeiicta Microsoft Windows.
3a0anue Nel. Bemomasercs tonsko nmox OC Microsoft Windows 10 m Microsoft Windows
Server.
1. Onpenenure ClenyONIYIO MOTUTUKY MApOJIEH:
1.1. YcTaHoBHUTE KOTMYECTBO 3alIOMUHAEMBIX MapoJieid paBHoe 10.
1.2. YcranoBuTe Cpok AeHCTBUS Maposed paBHbIM 10 gHSM.
1.3. YcraHoBUTE MUHUMAIBHBIN CPOK JECHCTBUSA MApOJIsl PAaBHBIM S5 JTHAM.
1.4. [ToTpebyiiTe yCTaHOBKY MapoJIsi, OTBEUAIOIIETO TPEOOBAHUAM CIIOKHOCTH.
1.5. YcranoBuTe AyiMHYy naposs HE MEHEE 5 CUMBOJIOB.
1.6. OTKIIOYMTE UCTIOIB30BaHUE 0OpaTHOTO MHU(PPOBAHUS MPU XPAHCHHUH TTAPOJICH.
2. 3anmaiiTe MOTUTUKY OJIOKUPOBKH YUETHBIX 3aITHCEH:
2.1. Onpenenure OJIOKMPOBKY YYETHOH 3amucH depe3 3 HEyJauHBIX MOIMBITKH BXOAa B
CUCTEMY.
2.2. Onpenenure OJIOKMPOBKY yUETHOW 3alUCH TOCTE HEYJAuHBIX MOMBITOK Bxonxa Ha 10
MUH.
2.3. Onpenenute BpeMs B T€UEHUE, KOTOPOTO MOJACUUTHIBAIOTCS HEYJaUHbIE MOMBITKH BXO/Aa
paBHBIM 15 MuH.
3. CpenaiiTe peructpalyio ClIeAymnuX COObITHH:
3.1. Bxox B cuctemy (ycmnex).
3.2. loctym k oO0bekTaM (ycrex).
3.3. locTym k ciny»x0e Katanoros (ycrex).
3.4. 3menenue nmonuTuky (ycrex).
3.5. Ucnonws3oBanue npuBmiIeruii (ycmex).
3.6. OTcnexxuBaHUE MPOIIECCOB (YCIEX).
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3.7. Cucremubie coObITHS (YCTIEX).

3.8. CoObITHS BXOJ1a B CUCTEMY (yCIIEX).

3.9. YropaBneHue y4eTHBIMU 3aTUCSMU (YyCIIEX).
3aoanue Ne?2.
OcymiecTBUTE TpU HEyNa4HbIC TIONMBITKH BXOJa B cHcTeMy. l[IpomeMoHCTpupyiite paboTy
CUCTEMHBIX KYypHAIOB PETUCTPALUU COOBITHIA BXOIA.

Tema 9. Ycuiienue noacucteMbl 0eszonacHoct B OC cemeiictBa Windows

JlabopaTopHas padora Ne 4 (2 yaca). OrpaHuYeHHOE HCIOJIb30BaHKME IPOTPaMM
Llenv. V3ydyeHme BO3MOXKHOCTH HM3MEHEHHS YPOBHEH O€30MacHOCTH OmepariioOHHON
CUCTEMBI ITyTeM OJIOKUPOBAHUS OMPEIEIIEHHBIX TPUITOKEHUH.
3aoaua. Bemomaaars Toabko 11t OC Microsoft Windows 10 u Microsoft Server.
1. 3anmaiiTe MOMUTHKY O€30MACHOCTH IO «OEIOMY CITUCKY.
Jlo6aBbTe K UCTIONHSAEMBIM (aiinam, (Haiiibl ¢ paCIIMPEHHEM «.1SPH.
Paspermte BceM mosib30BaTeNsIM MPOBEPATH CEPTUPUKATHL.
3anpeTuTe 1o Xeul-3HaueHHUIo 3aIycK MporpaMMbl « KambkyasTopy.
3anpeTuTe yCTaHOBKY MPOrpaMM, 3arpy>kKeHHbIX U3 MHTepHera.

kD

Tema 7. Bo3moxnoctu mudposanus painos B OC cemeiictea Windows

JlaGopaTopHas padora Ne 5 (4 yaca). Basiom napouieii mosib3oBaresei
B3nowm maponeit Microsoft Windows 10.
1. YcranoBuTh Ha BupTyansHyto Mamuuy Windows 10.
Co3pmare Tpex mnoinb3oBarened ¢ umeHamu DOUO-Huzkuii, ®UO-Cpenuuii, OUO-
Bricokuit, rne ®UO-Bamma pamunus umst ordectBo. Hanmpumep:
KAE-Huzkuit, KAE-Cpennuii, KAE-Bricokuii.
Y CTaHOBUTH [J1s KaXA0T0 MOJIb30BATENS CBOU MApOJIb.
Jnst Huskuit - 6 OykB 1 1udp JTaTHHCKOTO anaBuTa.
Jnst Cpennuii - 12 6ykB 1 1iudp aTUHCKOTO andaBuTa.
Jlnst Beicokuii - 15 cuMBOJIOB BKIIIOYAsl 3arjiaBHbIE U MPOMUCHBIE OYKBBI, IIUQPHI, CHEL.
CHUMBOJIBI.
8. CoxpanuTth Bce ¢ainsl B ¢aitn Lab3\pass.txt
9. Haiitu bootkey OC Windows.
10. Beirpy3uts 6a3y naposeit SAM.
11. BanmomaTs maposau ucnosb3ys 1ooyro yruauty Kali Linux. Hanpumep john.

i

NowAEwWw

Tema 9. Yceuiienue noacucteMbl 0eszonacHoct B OC cemeiictBa Windows

JlaGoparopnass paGora Ne 6 (2 wuyaca). Ilpo3paunoe mudppoBanue ¢PaiijioBoi
CHCTEMBI

L]eny. V3yueHne BO3MOXKHOCTEH MPUMEHEHHS «IIPO3PavHOro» MmMU(pPOBaHMS NAaHHBIX B
(halIoBBIX CHCTEMAX.

3aoaya. Opranuzanus 3amuUThl UcnonHseMoro konaa. Bemomasercs nns OC Windows
Server u mist BaseAlt (Anbpt Pabouas crantus, AnsT cepep). Boamoxkno ucnonszoBanne LUKS
i LVM.
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Ycranosute WEB cepBep apache mwimm ngnix. Co3zmaTh Katajnor Www JUIsl XpaHEHHUs
nagHEIX caiita B kataigore OOO Pora u Komrita.

HactpouTts oToOpakenue TectoBoi crpanuiibl index.html nyst manHOTO Caiita.

Coznate monb3oBarenss web-www ¢ mpaBaMH TOJBKO UYTEHHUS M 3alliCU JaHHBIX B
KaTajior Www.

Hactpouts mmugpoBanue (aiinoB s kaTaaora Www U YCTAaHOBUTD KITIOUH ITH(PPOBAHUS
11t monb3oBatens Ocran benaep u st web-www.

Bce ocranbHbIe 110JIb30BaTENH HE JOHKHBI UMETh JOCTYI KaTaJlory.

[TpoBepuTts urenue daitna index.html mox gpyrum mosb3oBaTeneM.

Pazgea 3. Honcucrema 6esonacuoctu B OC cemeiictBa UNIX
Tema 10. Anaan3 noacucreMbl 0e3onacHoctd B OC cemeiictea UNIX

JlaGoparopuasi padora Ne 7 (6 yacos). llludppoBanune u xemmpoBanue
L]eny. 3yyeHne METOI0B KOHTPOJIS LEIOCTHOCTU U MU (POBAHUS TaHHBIX.

3aoanue Nel. Bemomnnsercs ais OC Microsoft Windows 10 u BaseAlt (Anbt PabGouast cranmms,
ATbT cepBep).

B karanore OOO Pora u Konsita\@unancoBbie otueThl co3naiite 1000 ¢daiinoB oTueToB
¢ UMEHaMH B cienyronieM (popmare: yyyymmdd-report.txt, rae yyyy-roa, mm-Mecsi] B
Bune uucna, dd — nenb. Co3manue ¢aitioB peaan3oBaTh CKPUNTOM HAUYWHAS C TEKYIICH
natel ¥ Ha3an B mponuioe Ha 1000 gueit. B ¢daitn 3anucaTts Tekymiee BpeMs B ¢opmare
yyyymmddhhMMss.

Co3natsp ¢aiin ¢ kouTposnsHeIMU cymMMamu (hash) muist Becex daiinos karanora.
CrenepupoBath KIJto4 MU(PPOBaHUS JaHHBIX 1 gpg.

3amudpoBarh Bce Gailibl OTIETOB KaXKIBIN OTAEIHHO.

3aapxuBHpOBaTh Bce 3amur(poBaHHbie (Haiibl U (ai ¢ Xel CyMMaMH U TIepeaaTh €ro
Ha npyryio OC (¢ MS Windows 10 Ha BaseAlt (AnsT Pabouas crannus, AbT cepBep) u
Hao0opoT).

PacmakoBats (aitnel u pacimmdpoBath ux. [I[poBepuTh Bee Xeln cyMMBbI (GaiiioB.
W3Menuts onuH U3 (GaiijioB ¥ MPOAEMOHCTPUPOBATH, YTO Xell CyMMbI y (haillioB He
COBIAJIAIOT.

3aoanue Ne2. Bemomnnsercs aiss OC Microsoft Windows 10 u BaseAlt (Anbt PabGouast cranmms,
ATbT cepBep).

VYcranoButs Ha BupTyanbHble MamnHbl KpuntoAPM I'OCT. Buumanue! Ilporpamma
Oyzaer pabortath TonbKo 14 aHel. Mcnonp3yiiTe KONMUK BUPTYaJbHBIX MAIlIUH.
CdopmupyiiTe TecTOBBIM KBaTHM(PUUUPOBAHHBINA CEPTUPHUKAT FIEKTPOHHON IMOIMUCH B
TECTOBOM YyjiocToBepstomieM nentpe Kpunrollpo.

CdopmupyiiTe KBaTUPUIUPOBAHHYIO IEKTPOHHYIO NOAIKCH /Ul apXUBa OTYETOB.
3ammdpyiite apxus u nepeaaiite ero Ha apyryro OC.

Pacmm¢pyiiTe apXxuB mpu MomMomnm cepTugHUKaTa U MPOBEPHTE AIEKTPOHHYIO MOIIHCH
JIOKYMEHTOB.

Jonornumenvnoe 3adanue. COXpaHHUTE 3aKpBITBIM KIIOY M cepTU(UKAT KIOYa Ha
otuyxmaaemoMm HocuTene (RuToken, Jacarta u T.1.). ¥ BBINOJHUTE TIOJHOCTHIO 3aJIaHUE
Ne2.
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Tema 11. Unentudpukanus, ayrenTupukanusa n apropusanus B OC cemeiicTBa
UNIX
JlabopaTopnasi padora Ne 8 (4 yaca). Orka3zoycroiiunBoctb. RAID maccuBbl
L]eny. V3yueHue BO3MOKHOCTEN MPOTPAMMHBIN CPEJICTB CO3/IaHUSI OTKA30yCTOMYMBBIX
XPpaHWIUII JAHHBIX 7151 00ecreueH sl IeJIOCTHOCTH U IOCTYIHOCTH HH(pOpMAaLIUU.
3aoanue. Bemomnnsercs niust OC Microsoft Windows Server u BaseAlt (Anst Pabouast cranus,
AnbT cepBep).
e (Coznmarb nporpamMmMHubiid oTkazoyctounBbii RAIDO maccuB B OC cocTosinuii U3 ABYyX U
0ostee )KeCTKUX JUCKOB ((Iiern Kapa, He3aBUCUMBIX JUCKOB).
o Cdopmuponats 100 daiinos mo 100 MmerabaiiT naHHBIX.
e Paszpaborarh cKkpunT Komupyrommi naHHsle Ha RAID maccuB M 3acekaromuii Bpems
KONUPOBaHUs HHGOpMaIUK.
e Cuurarp nanseie ¢ RAID MaccuBa u 3adyuKCHpoOBaTh BpeMs UTCHHS TaHHBIX.
e [loBTOpUTH IKCIIEPUMEHT HE MEHEE 25 pas.
e IlIpoBectu rpaduyeckuii CTaTUCTHUECKUI aHANIN3 pe3yibTaTtoB ObicTponeiicTBus RAID
MaccCHuBa.
IToTOoputsh Bece maru mast RAID maccuBoB ypoBHS 1 1 5. [IoATOTOBUTE CpaBHUTENIBHBIN aHAINA3
opIcTpoaeiicTBHsI Kaxkaoro u3 TumoB RAID maccuBoB B paznuunbix OC.
e Jlonoanumenvroe 3adanue. IIpoBectn TecTupoBanue anmapatHeix RAID koHTposiepos,
BCTPOCHHBIX B CepBepa J1adopaTopuy WM Ballld NEPCOHAIbHBIE KOMIBIOTEPHI IPH
HaJIMYMU HE MEHEE JIByX HE3aBUCUMBIX JKECTKHUX JHCKOB.

Tema 12. Ayaut B OC cemeiicrBa UNIX
JlabopaTopHas padora Ne 9 (2 yaca). /lomeHbI
Llenv. VI3ydyeHHe BO3MOXKHOCTEW CO3[aHUS KOHTypa O€30MacCHOCTH MPEANPHUATHS Ha
OCHOBE JOMEHHOW CTPYKTyphl. [IprMeHEHHWe TPYNMOBBIX TMOJUTHK OE30MacHOCTH K
M0JIb30BATENSIM U KOMITbIOTEpaM MPEANpUATHS.
3aoanue. Bemonnsercs must OC Microsoft Windows Server u BaseAlt (Anbt Pabouast ctaHus,
ATBT cepBep).
e VYcranoButh poib «KoHtposepa nomena» B OC Microsoft Windows Server.
e BxirouuTs B IoMeH oJHY pabouyto craniuio Ha OC Microsoft Windows 10.
e Bxitounts B noMeH onHy pabouyro cranmuio Ha OC BaseAlt (AnpT PaGouast cranmus,
AnbT cepsep).
e Brmonuuts Jlaboparopuyio padoty Nel ITons3zoBarenu u I'pymnmsl anst 1oMeHa.
e [IpogemoHCTpUpOBaTh JOCTYH K OOLIMM IarKaMm co BceX pabounX CTaHLUH.

e Jlonoanumenvroe 3a0anue. HacTpouTh ennHoe XpaHuiuile npoduiei moap3oBareis Ha
CETEeBOM JHCKe cepBepa. [IpoaeMoHCTpupoBaTh MUTpALMIO PO UIIEH OIb30BATENS.

Tema 12. Aynut B OC cemeiictBa UNIX

JlaGoparopuasi padora Nel0 (4 yaca). Ayaur coObITHIl

L]ens. VI3yueHNEe MEXaHU3MOB PETHCTPAIUK pa3IndHbIX coObITHI B OC. O3HaAKOMIICHHE C
METO/IaMH aHaJIi3a COOBITUN MO PA3TUYHBIM KPUTEPHSIM.
3aoanue. Bemomnnsiercs niust OC Microsoft Windows Server u BaseAlt (Anst Pabouast cranus,
AnbT cepBep).
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HactpouTe NOJMUTHKY perucTpanuu COOBITHH BXOJa B CHUCTEMY M OIIMOOK BXO/Ja B
CUCTEMY AJIsl JOMEHa.

PacripocTpaHuTh MOJUTUKY Ha BCE KOMITBIOTEPHI JOMEHA.

Harmmmcarp ckpunt Ha powershell momyyaromumii Bce )XypHaiIbl COOBITHN ¢ KOMIITBIOTEPOB
JIOMEHa.

[TpoBecTy aHaMM3 KYpHAIOB COOBITUN C YKa3aHHEM BCEX OTKA30B BXOJa B CUCTEMY IS
nosibs3oBatenst «Kopeikoy.

[TpoBecTn nokanpHBI aHamu3 xypHaioB coObrthii ams OC BaseAlt (Anpr PabGouas
CTaHIMs, AJBT cepBep). BbienuTs Bce 0TKa3bl BX0Ja B CUCTEMY.

HHononnumenvrnoe 3adanue. Bemomnnsercs st OC Microsoft Windows Server u BaseAlt (Anbt
PaGouast cranmus, AibT cepsep).

Co3pmatp karajor ¢ (aiaamu KypHaJIOB yaoBieTBopsionx macke: yyyymmddhhss.txt
He meHee 100 ¢aiinos.

Hamucatp ckpunT peaausyromuii pe3epBHYIO KOO JaHHBIX (HanIoB:

1. Bee daiinbl 3a mponuIbIi MECSI] OTIPABISIOTCSA B apXHUB YYyymm.zip

2. Bce aiinpl 3a HpouUTYI0 HENENI0 OTHpaBifgioTcs B apxuB yyyymmKW.zip KW -
HOMEp HENEIH B TOAY.

3. Bce daiinst He cTapiie 7 JHEH 0CTaloTCs B KaTajore.

8. TEMATHUKA KYPCOBBIX, KOHTPOJIBHBIX PABOT, PE®@EPATOB
8.1 KontponbHble paboThl, pedepaThl U KypcoBble pabOThl HE MPeLyCMOTPEHBI yUeOHBIM

IIJIaHOM U CHUIIIINHBI.

= o

11.

12.
13.

9. MEPEYEHbBb BOITPOCOB K 9K3AMEHY
OcHOBHBIE TIOHATHUS U TIOJIOKEHUS 3alTUTHl THPOPMAITUU B HHPOPMAITMOHHO
BBIUMCIUTEIBHBIX CUCTEMAaX
Tpexoarannas pa3paborka mep o obecreueHnio 6e30macHOCTH UHGOPMAITMOHHBIX
cucreM. Ctanus BeIpaOOTKH TpeOOBaHUM
Tpexoarannas pa3paborka mep o obecreueHnio 6e30macHOCTH HHGOPMAITMOHHBIX
cucteMm. Cragus onpeaeneHus: cnoco00B 3alIUThI
Tpexoarannas pa3paborka mep o obecreueHnio 6e30macHOCTH HHGOPMAITMOHHBIX
cuctem. Cranus onpezaeneHus: GyHKIUH, MpoLeayp U CPeACTB 0€30IaCHOCTH,
pean3yeMbIX B BUJE HEKOTOPHIX MEXaHM3MOB 3aIIUTHI
OcHOBHBIE IPUHITUIBI 0OecTIeueHHs] HHGOPMAITHOHHONW 0€301TaCHOCTH B
aBTomMatu3upoBanHoii cucteme (AC)
VYrpo3sl 6e30nacHOCTH HHPOPMAIMN B UHPOPMAILIMOHHO-BBIYHCIUTEIBHBIX CUCTEMAX U
UX KJaccu(UKaIuIo.
JoctymHocTs nH(OpMaIuu. YTpo3a JOCTYITHOCTH.
LenocTHOCTH HHPOPMALIUU. YTPO3a HAPYIIEHUS LIETOCTHOCTH
KonduaenmumanpHocTh nHPOpManuu. YTpo3a HapylIeHus: KOHPUICHITUATEHOCTH

. OCHOBHBIE HAaNIPaBJICHUS U METOJIbI PeaH3alH YrPo3 HHPOPMALMOHHON O€301MacHOCTH.

Knaccudukarust 3m0yMbIIUICHHAKOB.

OcCHOBHBIE OHATHS TPOrPAMMHO-TEXHUYECKOTO YPOBHS 00ECTIeUeHHUS
nH(pOpMaAIMOHHOM 0€30MMacCHOCTH.

OcHOBHBIE CEpBUCH 0€30MAaCHOCTH U UX OCOOCHHOCTH.

TpeboBanus K 3anIUTe KOMIBIOTEPHONH MH(YOPMALINH C YIETOM Pa3IHMYHBIX
HOPMATUBHBIX TOKYMCHTOB.
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14
15
16
17
18

29.
30.
31.
32.
33.
34.
35.
36.
37.

38.
39.
40.
41.
42.

43
44,

. [IpuHIIMTIMABHBIE HETOCTATKH 3aIUTHRIX MexaHn3MoB OC cemeiictBa Windows.
. Mexanmn3m naentudukauu noip3osateneit B OC cemerictBa Windows.

. Mexanusm ayrentudukanuu nonb3osateneit B OC cemeiicta Windows.

. Mexanu3Mmebl pasrpannyeHus gocryna K ¢aitmam B OC cemerictBa Windows

. Ioncucrema ayaura B OC cemeiicta Windows. Kareropuu aynuta

19.
20.
21.
22.
23.
24,
25.
26.
217.
28.

Kypnainst aynura. TUTIBEI perUCTPUPYEMBIX COOBITHHN B KypHAJIax ayIuTa
daiinosas cucrema EFS B OC cemeiictBa Windows

Bosmoxkroctu mmudpyromieit dainosoit cucremsl EFS

udposanus nquckos BitLocker B OC cemelictBa Windows

Pabota ¢ mocraBmukamu ciryx0s1 mudpoBanus CSP

Bosmoxnoctu CryptoAPI B OC cemetictBa Windows

Cnyx6a UAC B OC cemeiictBa Windows

[[Ta6monsr 6e30nacuoctu B OC cemeiictBa Windows.

IToncucrema 3ammtel B OC cemeiictea Windows.

BrisiBneHue u ycrpaneHue ysSa3BUMOCTH B Tiojicucteme 3amuThl B OC ceMelicTBa
Windows.

Bo3moskHocTu ycuiienus noacuctemsl 6e3omnacHoctd B OC cemeiictBa Windows.
[IpoTuBOACHiICTBHE BUPYCHBIM aTakaM B cUCTeMe. BbIOOp aHTHUBUpYCa.
Opranu3zaiys aHTUBUPYCHOM 3aIIUTHI.

OcHoBHEIe Mexann3MEI 3anUThl B OC cemelictea UNIX

[IpuHuMnuanbHbIe HEAOCTATKH 3aUTHRIX MexaHu3MoB OC cemerictBa UNIX
Ocobennoctu nmoacucreMsl 0e3onacHoctd B OC cemerictea UNIX.

Mexanusm unentudukanuu noiszoBateneid B OC cemeiictea UNIX.

Mexanusm ayrentudukanuu nons3zoBareneii B OC cemeiictBa UNIX.
[Monxmrouaembie Moayu ayreHTHGUKanuu PAM u pabote ¢ Humu B OC cemelicTBa
UNIX.

Mexanu3m pasrpanuueHus gocryna K ¢aitnam B OC cemeiictBa UNIX.

Cucrema mudposanus daitnoB PGP B OC cemeiictBa UNIX.

Konduryparus noncucrems 3ammtsl B OC cemeiictBa UNIX.

BrisBnenue u ycrpanenue ys3BUMOCTH B noacucteme 3amuthl B OC cemerictBa UNIX.
Bash-ckpunts! u padora ¢ Humu B OC cemeiictBa UNIX.

. BosamoxxnocTu ycunenus noacuctemsl 6e3onacHocty B OC cemeiictBa UNIX
[lenTpanu3oBaHHasi CHCTEMa PETUCTPALIUU CUCTEMHBIX cooOIenuii Syslog.

Bosmosknoctu cucremsl Syslog.

45. udosanue daitnoB npu nomoru PGP. Ocobernnoctu PGP
46. [loncucrema ayauta B UNIX
47. Benenue u aHanus xypHaioB 6e3onacHoctu B OC
8. CAMOCTOSATEJIBHASA PABOTA CTYJAEHTOB
HasBanue pa3znenoB u tem | Bua camoctosiTenbHON O6bem B | Dopma KOHTPOJIS
paboThI gacax

Paznen 1. 3amura ungopmanum B COBpeMeHHbIX HHPOPMANMOHHBIX CHCTEMAX

I10JIO

1. OcHOBHBIE TIOHATHS U

IToaroroBka K JIGKITHH, Tectol nepen

JKEHMST 3allUThl WH- | IOATOTOBKA K CAa4e JIEKIIMEH, DK3aMEH

(hOpMaIMOHHBIX CHCTEMAX

INOATOTOBKA K CJa4c

dbopmaruu B | DK3aMeHa 2

(hopMaIMOHHBIX CUCTEMAX

2. VYrpo3sl 6e3onacHoctu | [ToaroroBka K jgexmuu, Tectsl nepen
nHpopmarun B | IOArOTOBKA K CEMUHApY, 4 JIEKIIUEH, SK3aMEH
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OK3aMCHa

3. IIporpammHO-TEeXHUYEC-
KU YpOBEHb OOecTeYeHus
nHpopMannoHHON Oe3orma-
CHOCTH U €r0 OpraHu3aLus

IToaroroBka K JEKIHH,
MOATOTOBKA K CEMHUHApY,
IOJrOTOBKA K cllave
9K3aMeHa

Tectsl iepen
JIEKITUEH, PK3aMeH

Pazgea 2. Hoacucrema oesonacuoctu B OC

cemeiictBa Windows

4. Awamm3 moncucteMsl | [Ioaroroepka K JeKIuu, Tectsl iepen

0e30IMacHOCTH B OC | moaroroBka K cjaue j1a0. 4 JIEKITUEH, 3aImuTa

cemericta Windows paboT, SK3aMeHa 71a0. paboT, FK3aMeH

5. Unentudukanus, ayteH- | IloagroroBka x jekuumu, Tectsl epen

TU(UKAUS U aBTOpPHU3alMs | MOArOTOBKA K CEMHUHAPY, ] JeKIUeH, 3aImuTa

B OC cemeiictBa Windows | moAroToBka K ciaye jao. na0. paboT, sK3aMeH
paboT, FSK3aMeHy

6. Aynut B OC cemelictBa | [ToaroroBka K JIeKIuu, TecTsl iepen

Windows MOATOTOBKA K CEMHHApY, 4 JIEKIIMEH, 3aIuTa
HOJTrOTOBKA K c1aye jal. na0. paboT, sK3aMeH
paboT, SK3aMeHy

7. Bosamoxknoctu mmposa- | Iloaroroska x jekuumu, Tectsl epen

HUS daiinos B OC | moaroroBka K cmaue Jjia0. 4 JIEKIIMEH, 3aIuTa

cemerictBa Windows pabort, sx3ameHa na0. paboT, sK3aMeH

8. Ilpoune Bo3moxHOcTH | [Tonroroska k nexuuwy, Tectsl epen

MOJICUCTEMBI 0€30IaCHOCTH | IOJArOTOBKA K caye jal. 2 JeKIUeH, 3aImuTa

B OC cemetictBa Windows | pabor, 9k3amMeHa 1a0. paboT, FK3aMeH

9. Vcunenue mnoacucteMsl | [loaroroBka K JeKIuu, Tectsl iepen

6e30macHOCTH B OC | moaroroBka kK CEMHHapy, 4 JEKLUeH, 3aIInuTa

ceMerictBa Windows

[IOATOTOBKA K craue Jjia0.
paboTt, sK3aMeHy

7a6. paboT, FK3aMeH

Pa3zgen 3. Hoacucrema oezonmacuoctu B O

C cemeiictBa UNIX

10. AHamu3 IOICHUCTEMEI
0€e30IMacHOCTH B OC

IToaroroBka K JEKIIHH,
MOATOTOBKA K CEMHHApY,

Tectsl iepen
JICKITMEH, 3a1uTa

cemerictea UNIX [IOATOTOBKA K craue Jj1a0. 6 na6. paboT, FK3aMeH
paboTt, sK3aMeHy

11. Unentudukanus, ay- | [TloaroroBka k gekiumu, Tectsl iepen

TeHTU(UKANUSA W aBTOPHU- | IOJTOTOBKA K CEMUHApY, 6 JICKIIWEH, 3aluTa

sams B OC cemelicTBa | MOATrOTOBKA K caade jao. 7a6. paboT, FK3aMeH

UNIX paboTt, sK3aMeHy

12. Aynut B OC cemelictBa | [ToaroroBka k JieKuu, Tectsl iepen

UNIX IIOArOTOBKA K CEMUHADY, 6 JIEKIIMEH, 3a1mTa

[IOATOTOBKA K craue Jj1a0.
paboTt, sK3aMeHy

na6. paboT, FK3aMeH
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11. YYEBHO-METOJINYECKOE 1 HH®OPMAIIMOHHOE OBECIIEYEHUE
TACIATLITAHBI

a) CiucoK peKOMeH1yeMOi JIUTEePATYpPhl:
OCHOBHAasl

1. [Ipockypun, B. I'. 3amuTa B onepalnoHHBIX CHCTEMax : yueOHOe MOCoOue AJis By30B
/ Tlpockypun B. I'. - Mockga : I'opsiuast muaus - Tenexkom, 2014. - 192 c. - ISBN 978-5-9912-
0379-1. - Tekct: snextponnsni // ObC "Koncymbrant crymenta" : [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785991203791.html

2. MaprembsiHoB, 1O. @. Onepanuonssle cucteMpl. KoHuenuum nocTpoeHUs U
obecrieueHust 0€30MacHOCTH: yueOHoe mocooue s By30B / MaprembsiHOB 1O. @. , SlkoBieB A
B., SIxoBneB AH. B. - Mocksa : I'opsiuas nunus - Tenexom, 2010. - 332 c. - ISBN 978-5-9912-
0128-5. - Tekct: osnexkrponnsii // OBC "KoncympranT crynenta': [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785991201285.html

3. dymkuna A.B., IIporpammHo-amnmapaTHbie cpeAcTBa oOecnedeHus HHPOPMAITMOHHON
6e3omacHocT: YueOHoe mocobue ams By3oB / A.B. Jlymkun, O.M. bapcykos, E.B. Kpasios,
K.B. CnaBHos. [lox penakuueit A.B. Jlymikuna - M.: I'opsiuas nunaus - Tenekom, 2016. - 248 c. -
ISBN 978-5-9912-0470-5 - URL : http://www.studentlibrary.ru/book/ISBN9785991204705.html

JdomoHuTeabHast

1. byzo T'.A., IlpakTtuyeckoe pyKOBOJICTBO IO BBISBICHUIO CIIELHAIBHBIX
TEXHUYECKUX CPEACTB HECAHKIIMOHWPOBAHHOTO ToiydeHus wuHpopmaruu / by3zo I A. - M.:
l'opsiuag smuma - Tenexkom, 2010. - 240 c. - ISBN 978-5-9912-0121-6 - URL
http://www.studentlibrary.ru/book/ISBN9785991201216.html

2. Hexommepueckas nntepHeT-Bepeus CIIC "KoncynprantlInroc":

2.1 3akon Poccuiickoit @enepanun ot 21.07.1993 No 5485-1 «O rocymapcTBeHHOM
taiiney. - URL : http://www.consultant.ru/document/cons_doc LAW 2481/

2.2 @enpepanbHblii 3akoH OoT 27 wmions 2006 r. Ne 149 - ®3 «OO6 wunpopmaiuu,
WH(OPMAIIMOHHBIX TEXHOJIOTHAX U 0 3amuTe nHpopmarmm» - URL :

http://www.consultant.ru/document/cons doc LAW_ 61798/

2.3 JloktpuHa wuHpOpMAIMOHHON Oe3omacHocTn Poccwiickoit ®epepanuu  (Yka3
[Ipesunenta P® ot 05.12.2016 N 646 "OO6 ytBepxnaenuu JloKTpuHBI WHGOOPMAITMOHHON
6e3onacuoctu Poccuiickoit @enepanun')- URL :

http://www.consultant.ru/document/cons_ doc LAW 208191/

2.4 ®enepanbblii 3akoH oT 06.04.2011 N 63-®3 «O06 snexTponHoi noanucu» - URL
:http://www.consultant.ru/document/cons_doc_ LAW_ 112701/

4. TOCT P HNCO/M3K 27002-2012 HudopmaunoHHas TexHOJOTHs. MeToasl u
cpenctBa obecrneueHus 6ezonacHoctu. CBog HOpM U TipaBui MeHemkmenTa// TOCT-DkenepT -
enunas 6aza 'OCToB Poccuiickoit @eneparnuu s o0pa3oBaHus U npomMblinuieHHocTH. - URL:
https://gostexpert.ru/gost/gost-27002-2012.

yueOHO-MeTOoAuYecKast

1. KmoukoB A. E. Metonuueckne ykazaHus JJIsI CaMOCTOSITEIBHOM pPabOThI
CTYI[GHTOB 10 JUCIHUIIIINHEC ((B€30HaCHOCTB OHepaHI/IOHHBIX CUCTEM»  IJId CTy,Z[eHTOB
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cnenuanurera no cnenuaibHocTH 10.05.03 ounoit popmer oOyuenust / A. E. Kimoukos; Yal'VY,
OMUUAT. - YabsaoBck : Yal'V, 2019. - 3arn. ¢ skpana; HeonmyOmukoBaHHBIM pecypc. -
OnekTpoH. TekcToBble aaH. (1 ¢aiin : 345 Kb). - URL :
http://lib.ulsu.ru/MegaPro/Download/MObject/8739

CornacoBaHo:
Benymmuii cnermmanuct Hb Yil'V / Tepexuna JILA. / ﬂ’/\/ _/_04.05.2022 /
JIOJDKHOCTH COTPY/IHUKA HAYYHOH OHOIMOTEKH DO TIOJINUCH nara

dopma A Crpanuna 20u3 23



http://lib.ulsu.ru/MegaPro/Download/MObject/8739

MuHmcTepcTBO HayKH ¥ BbIciero oopasoBanus PO

o N ®dopma
VY bSHOBCKHI TOCYJapCTBEHHbIH YHUBEPCUTET

®-Paboyas mporpaMma 1o JUCHHUIUINHE

0) I[IporpamMHoe oOecrieueHue

- onepannonHas cpega OC Windows/ Anbt PaGouas cranmms §;

- Microsoft Office / MoitOduc CtannapTHBIA.

B) IIpodeccuonasbHbIe 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DJ/1IeKTPOHHO-0UOIHOTEYHbIE CUCTEMBI:

1.1. Iudposoii obpazoBaTenbHbi pecypc I[PRsmart : s1exkTpoHHO-OMOIMOTEUHAS
cucremMa : cabt / OOO Kommanus «Au Ilu Ap Menmma». - CaparoB, [2022]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: st 3aperucTpup. mojib3oBaTeneil. - Tekcr :
3JIEKTPOHHBIM.

1.2. O6pazoBarensras mwiatrhpopma FOPAMT : oGpasoBaTenbHBIl pecypc, dIeKTPOHHAs
6ubamorexa : caiit / OO0 Dnekrponnoe m3gatensctBo IOPAWT. — Mocksa, [2022]. - URL:
https://urait.ru. — Pexxum goctyna: Juist 3aperucTpup. mojib3oBarenei. - TeKCT : 3JeKTPOHHBIH.

1.3. ba3a nannbpIx «2nexkTpoHHas Oubnmoreka texaudeckoro BY3a (3bC «KoncynpTanT
CTYACHTa») : 3JEKTPOHHO-OMOInoTeunas cucrema : cait / OOO Ilomaurexpecypc. — Mockaa,
[2022]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexum gocryma: mis
3apPETUCTPUP. MOJIb30BaTENEH. — TEKCT : JIEKTPOHHBIN.

1.4. KoHcynbTaHT Bpada. DJIEKTpOHHAS MEIUIIMHCKas: OMOmoTeka : 0a3a JaHHBIX : calT /
OOO Bpicmias 1mKoNa OpraHM3allMM W YIPaBJIEHUS 31paBOOXpaHEeHHEM-KOMIUIEKCHBIN
MEIUIUHCKUN KoHcanTuHT. — MockBa, [2022]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: IJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.5. bonpmias MegunnHCKas OMOTMOTEKA : AJICKTPOHHO-OMOIMOTEYHAs CHCTEMa © CalT /
00O bykam. — Tomck, [2022]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum moctyma:
JUISL 3apETUCTPUP. MOJb30BaTENEh. — TEKCT : 2JIEKTPOHHBIN.

1.6. OBC Jlanb : anexTpoHHO-OMbOMMoTeyHas cucreMa : cailt / OO0 3BC Jlanb. — CaHKT-
[TerepOypr, [2022]. — URL: https://e.lanbook.com. — Pexxum mocTyma: st 3aperucTpup.
I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.7. 9BC Znanium.com : 31eKTpOHHO-O0nOMoTeyHas cuctema : cat / OO0 3HaHuyM. -
Mocksa, [2022]. - URL: http://znanium.com . — Pexum moctyma : nansi 3aperucTpup.
MoJb30BaTeNe. - TEeKCT : 3JIEKTPOHHBII.

1.8. Clinical Collection : HayuHo-uH(popMmaronHas 6aza nanasix EBSCO // EBSCOhost
: [moptan]. — URL: http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3el-
1191-414b-8763-e978281917e¢1%40sessionmgrl02 . — Pexum goctyma : IS aBTOPHS3.
nosib3oBaTenen. — TeKCT : 3JIEKTPOHHBIM.

1.9. baza nmanubix «Pycckuii Kak HHOCTPaHHBIN : 3JIEKTPOHHO-00pa30BaTENIbHEBIN pecype
JUIST MTHOCTpaHHBIX CTyneHToB : cat / OOO Kommanus «Au I[lu Ap Meama». — Capatos,
[2022]. — URL: https://ros-edu.ru. — Pexxum noctymna: juis 3aperucTpup. noiab3oBareneid. — TekeT
: DJICKTPOHHBIM.

2. Koncyabsrantllimioc [DnekTpoHHBIH pecypc]: cnpaBoyHas mpaBoBas cuctema. /000
«Koncynprant [Intoc» - DnekTpoH. nad. - Mocksa : KoncynsrantlIimtoc, [2022].

3. ba3bl TaHHBIX NEPUOANYECKUX U3TAHUIL:

3.1. baza ganubIx nepuoanueckux m3ganuii EastView : snextponHsie xypHaIB / OO0
NBUC. - Mockaa, [2022]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexxum mocryna :
JUJIS aBTOPHU3. TTOJIb30BaTeNe. — TEKCT : AJIEKTPOHHBIMN.

3.2. eLIBRARY.RU: nayunas osnextpoHHas Oubmuoreka : caidt / OOO Hayunas
OnektponHas bubmmoreka. — Mocksa, [2022]. — URL: http://elibrary.ru. — Pexxum noctyma : mjs
aBTOPU3. NIOJIb30BATENEH. — TEKCT : AIEKTPOHHBIN

3.3. DnexTponHas 6mubimoreka «M3nmarensckoro goma «I'pedernukoB» (Grebinnikon) :
anekTpoHHass Oubmuoreka / OOO W] I'pebennukoB. — Mocksa, [2022]. — URL:
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https://id2.action-media.ru/Personal/Products. — Pexxum gocTyma : j1sl aBTOpH3. MOJIb30BATENICH.
— TeKCT : 3JEeKTPOHHBIMU.

4. ®enepanbHasi rocyaapcrBeHHass mHpopmanuoHHasi cucreMa «HanuonaabHas
JIEKTPOHHAasi O0M0JIMOTEKa) : dIeKTpoHHAs OnbnmoTeka : caiit / ®I'BY PI'b. — Mocksa, [2022].

— URL: https://H36.pd. — Pexxum poctyna : 11 monap3oBaTenei HayyHor 6uGnnoTeku. — TekcT :
3JIEKTPOHHBIN.
5. SMART Imagebase : HayuHo-uHbopManmonHas 6a3a ganaeix EBSCO // EBSCOhost
[moprain]. - URL: https://ebsco.smartimagebase.com/?TOKEN=EBSCO-

1a2{18¢c552a76d8229047223a7d6dc9c&custid=s6895741. — Pexxum pocTyma : ISl aBTOPHS3.
nosib30oBareseil. — M3o0pakeHue : 3JIeKTpOHHBIE.

6. ®enepanbubie ”HPOPMAITMOHHO-00pPa30BaTeIbHbIE MOPTAJIbI:

6.1. EnnHoe okHO 1ocTymna K 00pa3oBaTelbHBIM pecypcaM : ¢efepalbHbId mopTail . —
URL: http://window.edu.ru/ . — TeKCT : 31€KTPOHHBIH.

6.2. Poccuiickoe oOpa3oBanue : deaepanbubiii moprai / yupeaurenb OI'AY «OULTO».
— URL: http://www.edu.ru. — TekcT : 31eKTpOHHBII.

7. O0pa3oBaTenbHbIe pecypebl Yal'y:

7.1. DnexrponHas 6ubnuoreynas cucrema Yiul'yY : Mmoayns «OneKTpoHHas OMOIMOTEeKa»

CornacoBano:
3am.Hau. YUTuT / Knoukosa A.B.
JI0JKHOCTE coTpyaHuKa YU TuT ®HO jara
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12. MATEPHUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUIIJIUHBI:
AynuTtopuu Ui ipoBefieHus Jgexkuuii — 3/316, 2/26, 3/420, ceMuHapckux, 1a00paTOPHBIX
3angTui: 3/317, 2/240.
Aynutopust 2/240 yKOMIUIEKTOBaHA CIIEUATU3UPOBAHHON MeOenbio, y4eOHOH TOCKOM,
UMEIOTCSI MYJNbT MYJIBTUMEIUHHBIE CPEACTBA: KOMIIBIOTEp M HPOEKTOp; HCIIOIB3YIOTCS
myabTUMeauitHbIe TexHomoruu. MS Office, Internet Explorer, Power Point, MS Excel.

13. CIIEHUAJIBHBIE YCJIOBUA JJIS1 OBYYAIOLHIUXCA
C OTPAHUYEHHBIMU BO3MOKHOCTAMU 31I0POBbsA

B cnywae HeoOXxogummocTH, OOyYalOIIMMCS W3 YWCIA JIMI C OTPAaHHYECHHBIMH
BO3MOXXHOCTSIMU 3JI0pOBBsl (11O 3asiBICHUIO OOydYaroIIMMCSl) MOTYT MpeasiaraTbCsi OJHU U3
CJICAyOIuX BapUaHTOB BOCIIpUATHUA HH(bOpMaLIHH C YUYCTOM HUX HHIAUBHUAYAJIBbHBIX
NCUX0(U3NUECKUX BO3MOKHOCTEH:

— Uil JUI] C HapyuleHHWeM 3peHus: B (opMe DIIEKTPOHHOTO JIOKyMEHTAa,
WH/IMBUyaIbHbIE KOHCYJBTAIlUU C MPUBJICYCHUEM THU(IOCYPIOTIEPEBOAUNKA, HHANBUYaIbHbIE
3aJjaHUs ¥ KOHCYJIbTalUs;

— JUIsl JIML ¢ HapyLIeHHEM cliyXa: B popMe 3JIeKTPOHHOTO JOKYMEHTA, MHAWBUyallbHbIE
KOHCYJIbTallun C IMPUBJICYCHUCM CypAoIICpCBOAYMKA, HWHAWBUAYAJIbHbBIC 3alaHuA )41
KOHCYJIbTaIHS;

— JUIsl UL C HapyLIEHHUEM OIMOPHO-IBUTATENILHOTO ammapara: B (popme 31eKTPOHHOTO
AOKYMCHTA, UHAUBUAYAJIbHBIC 3a/IaHUA U KOHCYJIbTall14.

B cnywae HeoOXOOMMOCTHM  HCMONB30BaHUS B  Y4yeOHOM Mpollecce 4YacThd-
HO/HMCKITIOUHUTENBHO JUCTAHIIMOHHBIX 00pa30BaTENIbHBIX TEXHOJOTUN, OpraHu3anus padoThI
[MIIC ¢ obyuaromumucs ¢ OB3 u mHBamMaaMu mpeaycMaTpuBaeTcs B AJICKTPOHHOW HH(POpMa-
IIMOHHO-00Pa30BaTENILHON Cpeie ¢ YYETOM MX MHIUBHAYaTbHBIX NMCUXO(PU3UIECKUX OCOOCHHO-
cTeil.

Pa3p8.60T‘-[Hl(_'> 1 - JIOIIEHT Kadeapul WpanuoB Amnjapeit MuxaiioBu4

TNOAMHCH JOMKHOCTD OHO

/)

7 — 2
Vi -
// 7 T cT. npenojasaTesb Kadenpo KnoukoB Anapeii EBreHbeBHY

Pa3paboTaHKy / DHO

/ M NOANUCh JIOJDKHOCTD
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JIUCT UBMEHEHUU

Ne ConepxxaHue U3MEeHEeHHsI WU CCHLIIKA HA ®UO Hoanucen Hara
n/n NMPUJIATaeMbIid TEKCT U3MEHEHUS 3aBeayouero
kadenpoi,
peanusyoei
AUCHMILINHY/B
bI-
My CKawIen
Kadenpoi
I. Bnecenue W3MEHEHUN B ILII. B) | AnnpeeB A.C. : 12.04.2023
[TpodeccuonanbHble 0a3bl JTAHHBIX, >
UH(POPMALIMOHHO-CIIPABOYHbIE cUCTeMBI 1. 11 /
«Y4deOHO-MeToIuueckoe ¥ HHGOPMAIIMOHHOE
obOecrieueHrne MUCIUIUTMHBD C O(QOpMIICHHEM
npuoxeHus 1
Buecenue W3MEHEHU M B ILI1. B) | AHnpeeB A.C. : 15.04.2024
[Tpodeccuonanbubie 0a3bl JTAHHBIX, L)

UH(POPMALIMOHHO-CIIPABOYHbIE cUCTeMBI 1. 11
«Y4deOHO-MeToIuuecKkoe ¥ HHGOPMAIIMOHHOE
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Hpnnoxenne 1
0) lporpammuoe obecneuenne: MoitOduc Cranmaptaerii, AnpT Pabouas cranmms 8.
8) Ilpogheccuonanvrvle 6azvl OAHHBIX, UHDOPMAYUOHHO-CHPABOUHBLE CUCTIEMDL
1. D1eKTPOHHO-0HUOJIMOTEYHbIE CUCTEMBI:
1.1. Lludposoii oOpazoBatenbHblii pecypc [PRsmart : anexTpoHHO-0MOIMOTeUHast CUCTEMa : CaiT /
00O Komnanus «Aii [Iu Ap Meauay. - Capatos, [2023]. — URL: http://www.iprbookshop.ru. —
Pexxum mocTyna: Jyisi 3aperucTpup. Nojb30oBaTeNe. - TeKCT : 2JIEKTPOHHBIH.
1.2. O6pasoBatensHas miathopma FOPANT : 06pasoBaTeNbHbIil pecype, SeKTPOHHAs GHOIMOTEKa
caittr / OO0 Dnexrponnoe u3natenbetBo «IOPANTY. — Mocksa, [2023]. - URL: https://urait.ru. —
Pexxum goctyna: anist 3aperucTpup. Mojap30BaTene. - TEKCT : 3eKTPOHHBIMN.
1.3. baza nanubIx «OnekTpoHHas oudmmoTeka Texanaeckoro BY3a (OBC «KoucynbTaHT cTyneHTay)
: AIEKTPOHHO-OnOmMoTeuHas cucrema : caiit / OO0 «Ilomurexpecype». — Mocksa, [2023]. — URL:
https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum poctyna: s 3aperucTpup. MoJb30BaTeIICH. —
TekcT : 2JeKTPOHHBIN.
1.4. KoncynbTanT Bpaya. DIeKTpOHHAs MeAMLIMHCKas Onbanoreka : 6a3a naHubix : caidt / OO0
«BpIcmIas 1IKoJla OpraHU3alyy U yIPaBIeHUs 31paBooXpaHeHneM-KoMIIeKCHbIN MeUIUHCKHIA
KoHcanTUHT». — Mocksa, [2023]. — URL: https://www.rosmedlib.ru. — Pexxum goctyna: ajs
3apETUCTPUP. MOJTB30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.5. Bonpuras MmeaumHCKast OMOIMOTEKA : AIEKTPOHHO-O0MOIIMoTeyHas cucremMa : caiit / OO0
«bykam». — Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum moctyma: as
3apETUCTPUP. MOJIb30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.6. OBC Jlansb : anekTpoHHO-O0MOIMoTeuHas cucreMa : caiit / OO0 DBC «Jlanby. — CaHKT-
[TerepOypr, [2023]. — URL: https://e.lanbook.com. — Pexum noctyna: ajs 3aperucTpup.
nosib3oBaTeneil. — TeKCT : 3eKTPOHHBIM.
1.7. 9bC Znanium.com : 3JeKTpOHHO-01OIMOTeuHas cuctema : cailt / OO0 «3nannmym». - Mockaa,
[2023]. - URL: http://znanium.com . — Pexxum goctymna : i 3aperucTpup. nonb3osareneil. - Teker :
3JIEKTPOHHBIN,
2. Koncyasrantlliaroc [DnexkTpoHHBIN pecypc]: cipaBodHas npaBosas cuctema. / OO0
«Koncynperant [Imoc» - DnextpoH. aad. - Mocksa : Koncynsrantlmroc, [2023].
3. ba3bl JaHHBIX IEPHOUYECKUX U3TaAHMIA:
3.1. eLIBRARY.RU: nayunas snextponHas oudimoreka : caidt / OOO «Hay4nas DnexkTpoHHas
bubmmotekay. — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum mocTyma : 1j1s aBTopus.
Moab30BaTeNeN. — TeKCT : 3IEKTPOHHBIN
3.2. Dnektponnas 6ubanoreka «M3mgarensckoro noma «I'pedennukoBy (Grebinnikon) : anekTpoHHAs
o6ubamnorexa / OO0 U] «I'pebennnkon». — Mocksa, [2023]. — URL: https://id2.action-
media.ru/Personal/Products. — Pexwum moctyna : 1uist aBTOpuU3. MoJib30BaTeNne. — TeKcT :
SNIEKTPOHHBIN,
4. ®enepanabHasi rocyaapcTBeHHasi nHpopManuoHHnas cucrema «HanmonaabHasi 3J1eKTpOHHAsA
0uGamoTeKay : dIIeKTpoHHas oubnmoteka : caiit / ®I'BY PI'B. — Mocksa, [2023]. — URL:
https://H30.pd. — Pexxum gocTtyma : ajis mojab3oBaTesiell HayqIHoi OuOmmoTeku. — TekcCT :
3NIEKTPOHHBIN.
5. Poccwuiickoe oOpa3oBanue : ¢peaepanbubiii moptan / yupeaureiab PIAY «OUITO». — URL:
http://www.edu.ru. — TekcT : 3JEeKTPOHHBIH.
6. DaexTpoHHas Oubamoreynas cucrema Yal'y : mogyns «OnekrtpoHHas 6ubinorexka» ABUC
Mera-ITPO / OO0 «/lata Dxcnpeccy. — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexum noctynaasns
noJjb30Bareneil HayuHoi OubinoTeku. — TeKCT : 3eKTPOHHBIH.
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MpunoxkeHue 2
6) NporpammHoe o6ecneyeHmne: MonOduc CtaHaapTHbIN, AnbT Paboyasa ctaHuma 8.
8) [Ipogheccuonanvhvie bazvl OGHHBIX, UHDOPMAYUOHHO-CNPABOYHBLE CUCTHIEMbL

1. D1eKTPOHHO-0UO0JINOTEYHbIE CHCTEMBbI:
1.1. Ludposoii o6pazoBaTenbHbIi pecypc IPRsmart : snekTponHo-0nbIMoTeUHAS cCHICTEMa

cair / OOO Kowmnanus «Ai Ilm Ap Mengua». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: nmjsi 3aperucTpup. mojib3oBarenieid. - TeKcCT :
AJIEKTPOHHBIN.

1.2. O6pasoarenshas miargopma FOPAUT : oGpasoBaTelnbHbI pecype, dIEKTPOHHAS
oubmuoreka : caiit / OO0 DneKTpoHHOE M3JATEIHCTBO FOPAMT. — Mocksa, [2024]. - URL:
https://urait.ru. — Pesxum goctymna: yist 3aperucTpup. mojab30Bareie. - TeKCT : 2IeKTPOHHBIH.

1.3. ba3za manubIx «OnekTpoHHas 6ubnuoreka rexundeckoro BY3a (OBC «KoncynbTant
CTYJIEHTa») : JJIEKTPOHHO-OMOMMoTeuHas cuctema : cailt / OOO Ilonutexpecypc. — MockBa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum nocrymna: st 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3IEeKTPOHHBIM.

1.4. KoHcynbTaHT Bpada. DIEKTPOHHAS MEIUIIMHCKAst OMOIMOTeKa : 6a3a TaHHBIX : CAWT /
OOO Beicmiasg MmKoia OpraHU3alMd M YIOPaBJICHUSA 3ApaBOOXpaHeHHEM-KOoMIIEeKCHBIN
MEAWIMHCKUI KoHcanTuHr. — Mocksa, [2024]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIN.

1.5. Bonpmast MeauuuHCKas OMONIMOTEKA : NEKTPOHHO-OMOINOTEYHAs CUCTEMA : CalT /
00O bykan. — Tomck, [2024]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum gocrymna:
JUISL 3aPETUCTPHUP. IOJIb30BaTeNIeh. — TEeKCT : 3JIEKTPOHHBIM.

1.6. OBC Jlansb : anekTponHO-O0ubIMoTeuHas cuctema : cait / OOO DBC Jlanp. — CaHKT-
[TerepOypr, [2024]. — URL: https://e.lanbook.com. — Pexxum noctyma: mjis 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3JIEKTPOHHBIM.

1.7. O3BC Znanium.com : 3JeKTpPOHHO-OMOIMOTeUHas cucreMa : cait / OOO 3HaHuyM. -
Mocksa, [2024]. - URL: http://znanium.com . — Pexum ngocTyma : Il 3aperucTpHp.
[I0JIB30BAaTENEH. - TEKCT : JJIEKTPOHHBIN.

2. KoncyastantIlinoc [DnekTpoHHBIN pecypc]: cipaBouHas mpaBoBas cuctema. / OO0
«Koncynprant ITnrocy - DnekTpon. naH. - Mocksa : Koncynsrantllnoc, [2024].

3. ba3bl nanHbIX nepuoanyveckux uzaanuii: eLIBRARY.RU: HayuyHast snexkTpoHHas
o6ubmuoteka : caiitr / OOO «Hayunas Dnexktponnas bubmuoreka». — Mocksa, [2024]. — URL:
http://elibrary.ru. — Pexxum qoctyrma : Juist aBTOpHU3. MOJIb30BaTeneid. — TeKCT : 3JIeKTPOHHBIN

4. ®enepanbHasi rocyaapcrBeHHass mHpopmanuoHHasi cucreMa «HanuonaabHas
JIEKTPOHHAasi 0M0JIMOTEKa) : dIeKTpoHHAs oubmmoTeka : caiit / ®I'BY PI'b. — Mocksa, [2024].
— URL: https://H36.pd. — Pexxum goctyna : s nmoiap3oBaresei HaydHoi O0MOanoTeku. — Tekcr :
3JIEKTPOHHBIMN.

5. Poccuiickoe o0pa3oBanue : ¢penepanbHbiil nopran / yupeaurenb GIAY «DULTO». —
URL: http://www.edu.ru. — TekcT : 37€KTPOHHBIMA.

6. DnexkTponHas OubdMoTeyHas cucrema Yal'V : Moaynb «OJeKTpOHHAS

ouommorexkay ABMC Mera-ITPO / OOO «Jlata Okcnpecc». — URL:
http://lib.ulsu.ru/MegaPro/Web. — Pexxum noctyna : s mosibp3oBareneil HayqHOW OMOIHMOTeKH. —
TeKCT : AIEKTPOHHBIN.
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